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PROCLAMATION No.11007722/2018 
 

A PROCLAMATION TO PROVIDE FOR 

ELECTRONIC SIGNATURE 

    WHEREAS, it has become necessary to create 

conducive legal framework to promote electronic 

commerce and electronic government service in the 

country; 

 
 

     WHEREAS, it has become necessary to provide legal 

recognition to the exchange of electronic messages and 

determine the rights and obligations of participating 

parties; 
 

    WHEREAS, it has become crucial to provide legal 

recognition to electronic signature that promote trust in 

electronic communication and enable to verify the 

identity of participating parties, authentication of 

messages and ensure non-repudiation;  

     NOW, THEREFORE, in accordance with Article 51 

(3) and 55 (2) (c) of the Constitution of the Federal 

Democratic Republic of Ethiopia, it is hereby proclaimed 

as follows: 

 

 

 

24th   Year No.25 

ADDIS ABABA, 16th  February , 2018 
ሃያ አራተኛ  ዓመት ቁጥር  ፳  

አዱስ አበባ  የካቲት  ቀን ፪ሺ፲ ዓ.ም     
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PART ONE 

GENERAL 
 

1. Short Title  

This Proclamation may be cited as the "Electronic 

Signature Proclamation No.1072/2018". 

2.  Definition  
 

     In this Proclamation: 

 1/ “asymmetric cryptosystem” means a system 

capable of providing reliable digital signature and 

encryption service; 

 

2/ “certificate” means an electronic data which links 

public key to the person named in the certificate 

and confirms the real identity of that person, and 

contains the information listed under Article 33 of 

this Proclamation; 
 

 

3/“certificate provider” means a legal person duly 

authorized or recognized to issue certificate and 

related service stipulated under Article 22 of this 

Proclamation; 

 

4/ “digital signature” means an electronic signature 

that uses asymmetric cryptosystem and meets the 

following requirements: 

a) it is uniquely linked to the signatory; 

b)it is capable of identifying the signatory; 

c) it is created using a private key that the 

signatory has sole control; and 

 

d) it is linked to the electronic message to 

which it relates in such a manner that any 

subsequent change of the electronic message 

or the signature is detectable; 

 

5/ “electronic message” means an information 

generated, sent, received or stored by electronic 
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ወወይይምም  ተተቀቀባባይይነነትት  ያያገገኘኘ  መመሆሆኑኑንን  ሇሇማማመመሌሌከከትት  

ጥጥቅቅምም  ሊሊይይ  የየሚሚውውሌሌ  በበኤኤላላክክትትሮሮኒኒክክ  መመሌሌእእክክትት  

ሊሊይይ  የየተተሇሇጠጠፇፇ  ወወይይምም  ከከመመሌሌእእክክቱቱ  ጋጋርር  ምምክክንንያያታታዊዊ  

በበሆሆነነ  አአኳኳኋኋንን  የየተተቆቆራራኘኘ  በበኤኤላላክክትትሮሮኒኒክክ  መመሌሌክክ  ያያሇሇ  

መመረረጃጃ  ነነውው፤፤  

     ““ምምስስጠጠራራ””  ማማሇሇትት  ከከታታሰሰበበውው  ተተቀቀባባይይ  ውውጭጭ  

የየኤኤላላክክትትሮሮኒኒክክ  መመሌሌዕዕክክትትንን  ማማንንምም  ሰሰውው  ወወይይምም  

ማማሽሽንን  እእንንዲዲያያነነበበውው  የየማማዴዴረረግግ  ሂሂዯዯትት  ነነውው፤፤  

  

   ““ጥጥንንዴዴ  ቁቁሌሌፌፌ””  ማማሇሇትት  በበአአስስሜሜትትሪሪክክ  ክክሪሪፕፕቶቶ  ስስርርዓዓትት  

ውውስስጥጥ  ሚሚስስጢጢራራዊዊ  ቁቁሌሌፌፌንን  እእናና  ከከዚዚሁሁ  የየሚሚናናበበብብ  

ይይፊፊዊዊ  ቁቁሌሌፌፌንን  በበአአንንዴዴነነትት  የየሚሚያያመመሇሇክክትት  ነነውው፤፤  

  

     ““ሰሰውው””  ማማሇሇትት  የየተተፇፇጥጥሮሮ  ወወይይምም  በበሕሕግግ  የየሰሰውውነነትት  

መመብብትት  የየተተሰሰጠጠውው  አአካካሌሌ  ነነውው፤፤  

፲፲       ““ምምስስጢጢራራዊዊ  ቁቁሌሌፌፌ””  ማማሇሇትት  ዱዱጂጂታታሌሌ  ፉፉርርማማንን  

ሇሇመመፌፌጠጠርር  የየሚሚያያገገሇሇግግሌሌ  ቁቁሌሌፌፌ  ነነውው፤፤  

፲፲     ““ይይፊፊዊዊ  ቁቁሌሌፌፌ””  ማማሇሇትት  በበሚሚስስጢጢራራዊዊ  ቁቁሌሌፌፌ  

የየተተፇፇጠጠረረንን  ዱዱጂጂታታሌሌ  ፉፉርርማማ  ትትክክክክሇሇኛኛነነትት  

ሇሇማማረረጋጋገገጥጥ  የየሚሚያያገገሇሇግግሌሌ  ቁቁሌሌፌፌ  ነነውው፤፤    

፲፲     ““መመተተማማመመኛኛ  ገገዯዯብብ””  ማማሇሇትት  በበሰሰርርተተፌፌኬኬቱቱ  ሊሊይይ  

እእምምነነትት  ማማሳሳዯዯርር  የየሚሚቻቻሌሌበበትት  የየተተፇፇቀቀዯዯ  የየገገንንዘዘብብ  

መመጠጠንን  ነነውው፤፤      

፲፲     ““እእምምነነትት  የየሚሚያያሳሳዴዴርር  ሰሰውው””  ማማሇሇትት  በበሰሰርርተተፉፉኬኬትት  

ሊሊይይ  በበሰሰፇፇረረውው  መመረረጃጃ  ወወይይምም  ዱዱጂጂታታሌሌ  ፉፉርርማማ  

ትትክክክክሇሇኛኛነነትት  ሊሊይይ  በበመመተተማማመመንን  ግግንንኙኙነነትት  

የየሚሚያያዯዯርርግግ  ሰሰውው  ነነውው፤፤  

፲፲     ““ሪሪፖፖዚዚቶቶሪሪ””  ማማሇሇትት  ሰሰርርተተፌፌኬኬቶቶችችንን  እእናና  

ከከሰሰርርተተፉፉኬኬቶቶችች  ጋጋርር  አአግግባባብብነነትት  ያያሊሊቸቸውው  ላላልልችች  

መመረረጃጃዎዎችችንን  ይይፊፊ  ሇሇማማዴዴረረግግ፣፣  ሇሇማማከከማማቸቸትት  እእናና  

መመሌሌሶሶ  ሇሇማማግግኘኘትት  የየሚሚያያስስችችሌሌ  ሥሥርርዓዓትት  ነነውው፤፤    

፲፲   ““ሩሩትት  ሰሰርርተተፉፉኬኬትት  ባባሇሇሥሥሌሌጣጣንን””  ማማሇሇትት  በበዚዚህህ  አአዋዋጅጅ  

አአንንቀቀጽጽ፲፲  ሊሊይይ  የየተተመመሇሇከከቱቱትትንን  ሥሥሌሌጣጣንንናና  ተተግግባባራራትት  

means; 

6/ “electronic signature” means information in 

electronic form, affixed to or logically associated 

with, an electronic message, which may be used to 

identify the signatory in relation to the electronic 

message and to indicate the signatory’s approval of 

the information contained in the electronic message; 

 

7/ “encryption” means a process of transforming 

electronic message into a form that cannot be read 

by a person or machine other than the intended 

recipient; 
 

8/ “key pair” means a private key and its 

corresponding public key in an asymmetric 

cryptosystem 

 

9/ “person” means a physical or legal person; 
 

10/“private key” means the key used to create a digital 

signature 

11/“public key” means the key used to verify a digital 

signature created using a private key;  

 

12/ “recommended reliance limit” means the 

monetary amount recommended for reliance on a 

certificate; 
 

13/ “relying party” means a person who acts relying 

on the information contained in a certificate or in 

the authenticity of digital signature; 

 

14/ “repository” means a system for disclosing, 

storing and retrieving certificates or other 

information relating to certificates; 

 

15/ “root certificate authority” means a body legally 

authorized to perform the power and duties stated 
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ሇሇማማከከናናወወንን  በበሕሕግግ  ሥሥሌሌጣጣንን  የየተተሰሰጠጠውው  አአካካሌሌ  ነነውው፤፤  

፲፲   ““ፇፇራራሚሚ””  ማማሇሇትት  ሚሚስስጢጢራራዊዊ  ቁቁሌሌፌፌንን  የየያያዘዘናና  በበራራሱሱ  

ወወይይምም  በበወወካካዩዩ  ሰሰውው  ስስምም  የየሚሚፇፇርርምም  ሰሰውው  ነነውው፤፤  

  
  

፲፲   ““ተተገገሌሌጋጋይይ””  ማማሇሇትት  ማማንንነነቱቱ  በበግግሌሌጽጽ  በበሰሰርርተተፌፌኬኬቱቱ  

ሊሊይይ  የየተተገገሇሇጸጸ፣፣  ሰሰርርተተፌፌኬኬቱቱ  ሊሊይይ  የየሰሰፇፇሩሩትትንን  

መመረረጃጃዎዎችች  ትትክክክክሇሇኛኛነነትት  የየተተቀቀበበሇሇ  እእናና  ሰሰርርተተፌፌኬኬቱቱ  

ሊሊይይ  ከከሰሰፇፇረረውው  ይይፊፊዊዊ  ቁቁሌሌፌፌ  ጋጋርር  የየሚሚናናበበብብ  

ሚሚስስጢጢራራዊዊ  ቁቁሌሌፌፌ  በበባባሇሇቤቤትትነነትት  ያያየየዘዘ  ሰሰውው  ነነውው፤፤    

፲፲   ““የየጊጊዜዜ  ማማህህተተምም  አአገገሌሌግግልልትት””  ማማሇሇትት  አአንንዴዴ  ዴዴርርጊጊትት  

የየተተከከናናወወነነበበትትንን  ትትክክክክሇሇኛኛ  ቀቀንንናና  ሰሰዓዓትት  ሇሇማማሳሳየየትት  

በበኤኤላላክክትትሮሮኒኒክክ  መመሌሌዕዕክክትት፣፣  በበዱዱጂጂታታሌሌ  ፉፉርርማማ  

ወወይይምም  በበሰሰርርተተፉፉኬኬትት  ሊሊይይ  የየሚሚያያርርፌፌ  የየኤኤላላክክትትሮሮኒኒክክ  

ምምሌሌክክትት  ነነውው፤፤    

፲፲//  ““የየፀፀናና  ሰሰርርተተፉፉኬኬትት””  ማማሇሇትት  ፌፌቃቃዴዴ  ወወይይምም  እእውውቅቅናና  

የየተተሰሰጠጠውው  ሰሰርርተተፉፉኬኬትት  ሰሰጪጪ  አአማማካካኝኝነነትት  የየተተሰሰጠጠ፣፣  

በበተተገገሌሌጋጋዩዩ  ተተቀቀባባይይነነትት  ያያገገኘኘ፣፣  ያያሌሌተተሰሰረረዘዘ፣፣  

ያያሌሌታታገገዯዯ  ወወይይምም  የየአአገገሌሌግግልልትት  ዘዘመመኑኑ  ያያሊሊበበቀቀ  

ሰሰርርተተፉፉኬኬትት  ነነውው፤፤  

፳፳//  ““አአሌሌጎጎሪሪዝዝምም″″  ማማሇሇትት  ስስሌሌተተ--ቀቀመመርር  ማማሇሇትት  ነነውው፡፡፡፡  

  

፳፳፩፩//  ማማንንኛኛውውምም  በበወወንንዴዴ  ፆፆታታ  የየተተገገሇሇጸጸውው  ዴዴንንጋጋጌጌ    

የየሴሴትትንንምም  ፆፆታታ  ይይጨጨምምራራሌሌ፡፡፡፡  

..  የየተተፇፇጻጻሚሚነነትት  ወወሰሰንን  

ኤኤላላክክትትሮሮኒኒክክ  መመሌሌዕዕክክትትንን  በበተተመመሇሇከከተተ  በበላላሊሊ  ሕሕግግ  

በበተተቃቃራራኒኒውው  ካካሌሌተተዯዯነነገገገገ  በበስስተተቀቀርር  ይይህህ  አአዋዋጅጅ  

በበማማንንኛኛውውምም  ኤኤላላክክትትሮሮኒኒክክ  መመሌሌዕዕክክትት  ሌሌውውውውጥጥ  ሊሊይይ  

ተተፇፇጻጻሚሚ  ይይሆሆናናሌሌ።።  

..  የየተተዋዋዋዋዮዮችች  ነነጻጻነነትት  

//  በበግግሌሌጽጽ  በበሕሕግግ  እእስስካካሌሌተተከከሇሇከከሇሇ  ዴዴረረስስ  ሰሰዎዎችች  

ኤኤላላክክትትሮሮኒኒክክ  ፉፉርርማማ  ሇሇመመጠጠቀቀምም  ወወይይምም  ሊሊሇሇመመጠጠቀቀምም  

መመስስማማማማትት  ይይችችሊሊለለ።።  

//  በበዚዚህህ  አአንንቀቀጽጽ  ንንዑዑስስ  አአንንቀቀጽጽ  ፩፩  የየተተዯዯነነገገገገውው  

እእንንዯዯተተጠጠበበቀቀ  ሆሆኖኖ፤፤  የየኤኤላላክክትትሮሮኒኒክክ  ፉፉርርማማ  መመጠጠቀቀምም  

አአስስገገዲዲጅጅ  በበሚሚሆሆንንባባቸቸውው  ሁሁኔኔታታዎዎችች  ስስራራ  ሊሊይይ  የየሚሚወወለለ  

ስስርርአአቶቶችች  የየአአካካሌሌ  ጉጉዲዲቶቶኞኞችችንን  ሁሁኔኔታታ  ታታሳሳቢቢ  ማማዴዴረረግግ  

under Article 10 of this Proclamation; 

16/ “signatory” means a person who holds private key 

and signs either on his own behalf or on behalf of 

the person he represents; 
 

17/ “subscriber” means a person who is the subject 

named in a certificate, accepts the authenticity of 

the content the certificate and owns a private key 

which corresponds to a public key listed in that 

certificate; 
 
 

18/ “time stamp service” means a digitally signed 

notation appended to electronic message, digital 

signature or certificate indicating the correct date 

and time of an action; 

 

19/“valid certificate” means a certificate which has 

been issued by a licensed or recognized certificate 

provider, accepted by the subscriber, not revoked, 

not suspended or not expired; 

 

20/ ““algorithm” means a process or set of rules to be 

followed in calculations or problem-solving 

operations, especially by a computer.. 

21/ any expression in the masculine gender includes 

the feminine. 

3.  Scope of Application   

Unless otherwise provided by other law relating to 

electronic message, this Proclamation shall be 

applicable to any electronic message exchange.  

 

4.  Freedom of Contracting Parties 
 

1/Unless otherwise expressly prohibited by law, 

persons may agree to use or not to use electronic 

signatures. 

 2/ Without prejudices to sub article 1 of this article, 

whenever the use of electronic signature is 

mandatory, the applicable system shall consider 

the situations of disabled persons.    
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አአሇሇባባቸቸውው።።  
  

ክክፌፌሌሌ  ሁሁሇሇትት  

ስስሇሇኤኤላላክክትትሮሮኒኒክክ  ፉፉርርማማናና  የየኤኤላላክክትትሮሮኒኒክክ  መመሌሌዕዕክክትት  

  

..ሇሇኤኤላላክክትትሮሮኒኒክክ  መመሌሌዕዕክክትት  የየሕሕግግ  እእውውቅቅናና  ስስሇሇመመስስጠጠትት    

//  ማማንንኛኛውውምም  የየኤኤላላክክትትሮሮኒኒክክ  መመሌሌዕዕክክትት  በበኤኤላላክክትትሮሮኒኒክክ  

መመሌሌክክ  በበመመሆሆኑኑ  ብብቻቻ  ሕሕጋጋዊዊነነቱቱንን  ወወይይምም  ተተፇፇፃፃሚሚነነቱቱንን  

ወወይይምም  በበማማንንኛኛውውምም  የየፌፌርርዴዴ  ሂሂዯዯትት  የየሚሚኖኖረረውው  

ተተቀቀባባይይነነትት  አአያያሳሳጣጣውውምም።።  

//  ማማናናቸቸውውምም    ጉጉዲዲይይ    በበጽጽሐሐፌፌ  እእንንዱዱሆሆንን    

የየሚሚያያስስገገዴዴዴዴ    ሕሕግግ    ሲሲኖኖርር    ይይህህ    ጉጉዲዲይይ  

በበኤኤላላክክትትሮሮኒኒክክ    መመሌሌክክ    ከከቀቀረረበበ    ወወይይምም  ከከተተቀቀመመጠጠ    

እእናና    በበቀቀጣጣይይ    ሇሇማማመመሳሳከከሪሪያያነነትት  መመዋዋሌሌ  የየሚሚችችሌሌ  

ከከሆሆነነ  የየጉጉዲዲዩዩንን  አአቀቀራራረረብብ  አአስስመመሌሌክክቶቶ  የየተተጠጠየየቀቀውው  

ሁሁኔኔታታ    እእንንዯዯተተሟሟሊሊ  ይይቆቆጠጠራራሌሌ።።    

..  ሇሇኤኤላላክክትትሮሮኒኒክክ  ፉፉርርማማ  የየሕሕግግ  እእውውቅቅናና  ስስሇሇመመስስጠጠትት    

//  ማማንንኛኛውውምም  የየኤኤላላክክትትሮሮኒኒክክ  ፉፉርርማማ  በበኤኤላላክክትትሮሮኒኒክክ  

መመሌሌክክ  በበመመሆሆኑኑ  ብብቻቻ  ሕሕጋጋዊዊነነቱቱንን  ወወይይምም  

ተተፇፇፃፃሚሚነነቱቱንን  ወወይይምም  በበማማንንኛኛውውምም  የየፌፌርርዴዴ  ሂሂዯዯትት  

የየሚሚኖኖረረውው  ተተቀቀባባይይነነትት  አአያያሳሳጣጣውውምም።።  
  

//  የየፉፉርርማማ  መመስስፇፇርርትትንን  የየሚሚጠጠይይቅቅ  ወወይይምም  የየፉፉርርማማ  

አአሇሇመመኖኖርር  የየሚሚኖኖረረውውንን  ውውጤጤትት  የየሚሚዯዯነነግግግግ  ሕሕግግ  

ወወይይምም  የየአአሰሰራራርር  ሌሌምምዴዴ  ሲሲኖኖርር  እእናና  የየኤኤላላክክትትሮሮኒኒክክ  

ፉፉርርማማ  ጥጥቅቅምም  ሊሊይይ  የየዋዋሇሇ  እእንንዯዯሆሆነነ  ኤኤላላክክትትሮሮኒኒክክ  

ፉፉርርማማውው  በበሕሕግግ  የየተተቀቀመመጠጠውውንን  መመስስፇፇርርትት  እእንንዲዲሟሟሊሊ  

የየሚሚቆቆጠጠረረውው::--  

ሀሀ))የየተተፇፇጠጠረረውው  ወወይይምም  የየተተሰሰራራጨጨውው  የየኤኤላላክክትትሮሮኒኒክክ  

ዲዲታታ  መመሌሌዕዕክክትት    ሇሇዓዓሊሊማማውው  ያያሇሇውው  ተተገገቢቢነነትት፣፣  

ወወይይምም    

ሇሇ))  በበተተሳሳታታፉፉ  ወወገገኖኖችች  መመካካከከሌሌ  ይይህህንንኑኑ  አአስስመመሌሌክክቶቶ  

የየተተዯዯረረገገ  ውውሌሌ፤፤  ወወይይምም  

ሏሏ))  እእንንዯዯነነገገሩሩ  ሁሁኔኔታታ  የየግግንንኙኙነነቱቱንን  ባባህህሪሪ፣፣  መመጠጠንን  

እእናና  አአይይነነትት፣፣  የየተተዋዋዋዋዮዮችች  ማማንንነነትትንን  የየመመሇሇየየትት  

አአቅቅምም፣፣  የየመመሌሌእእክክቱቱ  ይይዘዘትት  አአስስፇፇሊሊጊጊነነትት  እእናና  

መመሰሰሌሌ  ጉጉዲዲዮዮችች  ግግምምትት  ውውስስጥጥ  በበማማስስገገባባትት  

አአስስተተማማማማኝኝነነቱቱ  ሲሲረረጋጋገገጥጥ  ብብቻቻ  ይይሆሆናናሌሌ።።  
  

 

 

PART TWO 

   ELECTRONIC SIGNATURE AND 

 ELECTRONIC MESSAGE 

5.  Legal Recognition of Electronic Message  

1/ No electronic message shall be denied legal effect, 

validity or admissibility in any legal proceeding, 

solely on the ground that it is in electronic form.  

 

2/ Where any law requires that information shall  be  

in  writing,  such requirement  shall  be  deemed  to  

have  been satisfied if  such information is 

rendered  or  made  available  in  an  electronic 

form  and  accessible  so  as  to  be  usable  for 

subsequent reference.   

 

6.   Legal Recognition of Electronic Signatures  
 

1/ No electronic signature shall be denied legal effect, 

validity or admissibility as evidence in any legal 

proceeding, solely on the ground that it is in 

electronic form. 
 

  2/ Where any law or customary practice requires a 

signature of a person or provides consequences for 

the absence of a signature, that requirement is 

deemed to be satisfied where, reliable electronic 

signature is used in the light of all the 

circumstances: 

 

          a) that is appropriate for the purpose for which 

the data message was generated or 

communicated; 

         b) an agreement entered between parties 

regarding electronic signature; or 

 

         c) considering other conditions such as the 

nature, extent, and type of the transaction, 

capability of identifying contracting parties, 

and the essence of the electronic message. 
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..የየሕሕግግ  ግግምምትት    
  

በበተተቃቃራራኒኒ  ማማስስረረጃጃ  እእስስካካሌሌተተስስተተባባበበሇሇ  ዴዴረረስስ  አአስስተተማማማማኝኝ  

የየኤኤላላክክትትሮሮኒኒክክ  ፉፉርርማማ  ያያረረፇፇበበትት  የየኤኤላላክክትትሮሮኒኒክክ  

መመሌሌዕዕክክትት  በበማማንንኛኛውውምም  የየፌፌትትሏሏብብሔሔርር  ፌፌርርዴዴ  ሂሂዯዯትት  

በበማማስስረረጃጃነነትት  ከከቀቀረረበበ::--  

//  የየኤኤላላክክትትሮሮኒኒክክ  ፉፉርርማማውው  የየባባሇሇቤቤቱቱ  ፉፉርርማማ  እእንንዯዯሆሆነነ፤፤  

  

//  ፇፇራራሚሚውው  እእያያወወቀቀ  የየኤኤላላክክትትሮሮኒኒክክ  መመሌሌዕዕክክቱቱንን  

ሇሇማማረረጋጋገገጥጥ  እእንንዯዯፇፇረረመመውው፤፤እእናና  

  

//  ፉፉርርማማውው  ካካረረፇፇበበትት  ጊጊዜዜ  አአንንስስቶቶ  ኤኤላላክክትትሮሮኒኒክክ  

መመሌሌዕዕክክቱቱ  እእናና  ፉፉርርማማውው  እእንንዲዲሌሌተተቀቀየየረረ፣፣  

ይይገገመመታታሌሌ፡፡፡፡      

..የየዱዱጂጂታታሌሌ  ፉፉርርማማ    
  

//  በበዚዚህህ  አአዋዋጅጅ  አአንንቀቀጽጽ    ንንዑዑስስ  አአንንቀቀጽጽ  (())  ሊሊይይ  

የየተተዯዯነነገገገገውው  እእንንዯዯተተጠጠበበቀቀ  ሆሆኖኖ፤፤  በበፀፀናና  ሰሰርርተተፉፉኬኬትት  

የየተተዯዯገገፇፇ  ዱዱጂጂታታሌሌ  ፉፉርርማማ  አአስስተተማማማማኝኝ  

የየኤኤላላክክትትሮሮኒኒክክ  ፉፉርርማማ  ተተብብልል  ይይገገመመታታሌሌ::::  

//  በበዚዚህህ  አአንንቀቀጽጽ  ንንዑዑስስ  አአንንቀቀጽጽ  (())  የየተተመመሇሇከከተተውውንን  

መመስስፇፇርርትት  የየሚሚያያሟሟሊሊ  ዱዱጂጂታታሌሌ  ፉፉርርማማ  በበዚዚህህ  አአዋዋጅጅ  

አአንንቀቀጽጽ    መመሰሰረረትት  ሇሇአአስስተተማማማማኝኝ  ኤኤላላክክትትሮሮኒኒክክ  

ፉፉርርማማ  የየተተሰሰጠጠውውንን  የየሕሕግግ  ግግምምትት  ያያገገኛኛሌሌ።።  

ክክፌፌሌሌ  ሶሶስስትት  

ስስሇሇሩሩትት  ሰሰርርፌፌቲቲኬኬትት  ባባሇሇሥሥሌሌጣጣንን  እእናና    

ፇፇቃቃዴዴ  አአሰሰጣጣጥጥ  

..ስስሇሇሩሩትት  ሰሰርርተተፉፉኬኬትት  ባባሇሇሥሥሌሌጣጣንን      

የየኢኢንንፍፍርርሜሜሽሽንን  መመረረብብ  ዯዯህህንንነነትት  ኤኤጀጀንንሲሲ  በበማማቋቋቋቋሚሚያያ  

አአዋዋጁጁ  በበተተሰሰጠጠውው  ሥሥሌሌጣጣንን  መመሠሠረረትት  ሩሩትት  ሰሰርርተተፉፉኬኬትት  

ባባሇሇሥሥሌሌጣጣንን  በበመመሆሆንን  ይይሰሰራራሌሌ።።  

፲፲..ሥሥሌሌጣጣንን  እእናና  ተተግግባባርር    

ሩሩትት  ሰሰርርተተፉፉኬኬትት  ባባሇሇሥሥሌሌጣጣንን  በበዚዚህህ  አአዋዋጅጅ  መመሰሰረረትት  

የየተተሰሰጡጡትት  ላላልልችች  ተተግግባባርርናና  ኃኃሊሊፉፉነነቶቶችች  እእንንዯዯተተጠጠበበቁቁ  

ሆሆነነውው  የየሚሚከከተተለለትት  ሥሥሌሌጣጣንንናና  ተተግግባባራራትት  ይይኖኖሩሩታታሌሌ፤፤  

//  የየሰሰርርተተፉፉኬኬትት  ሰሰጪጪነነትትንን  ፇፇቃቃዴዴ  የየመመስስጠጠትት  እእናና  

የየሰሰርርተተፉፉኬኬትት  ሰሰጪጪዎዎችችንን  አአሰሰራራርርናና  የየአአገገሌሌግግልልትት  

አአሰሰጣጣጥጥ  ሥሥርርአአትት  የየመመቆቆጣጣጠጠርር፤፤  

 

7. Legal Presumption  

In any civil proceedings involving electronic message 

signed with a reliable electronic signature, it shall be 

presumed, unless the contrary is proved, that: 

 

     1/ the electronic signature is the signature of the 

subscriber;  

     2/ the electronic signature was affixed by that person 

with the intention of approving the electronic 

message; and  

    3/ the electronic message and the signature has not 

been altered since the specific point in time to 

which the electronic signature was affixed. 
 

8. Digital Signature  

 

1/ Without prejudice to the provision of sub-article (2) 

of Article 6, a digital signature supported by valid 

certificate deemed to be reliable electronic 

signature.  

2/ A digital signature that satisfies sub-article (1) of 

this Article shall enjoy the legal presumption 

stipulated for reliable electronic signature under 

Article 7 of this Proclamation.  
 

 

PART THREE 

ROOT CERTIFICATE AUTHORITY AND 

LICENSING 

9. Root Certificate Authority  

The Information Network Security Agency shall act as 

the Root Certificate Authority pursuant to the mandate 

given to it in its establishment Proclamation.  

 

10.Power and Duties  

Without prejudice to the powers and functions 

provided for under this Proclamation, Root Certificate 

Authority shall have the following powers and duties: 

1/ issue license to certificate providers and monitor 

their activities and operations; 
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//  የየክክሪሪፕፕቶቶ  ሥሥርርዓዓቱቱ  ተተአአማማኒኒነነትት  እእናና  አአጠጠቃቃሊሊይይ  

ዯዯህህንንነነትት  የየማማረረጋጋገገጥጥ፤፤  እእናና  

//  ሰሰርርተተፉፉኬኬትት  ሰሰጪጪዎዎችች  ሉሉከከተተሎሎቸቸውው  የየሚሚገገቡቡ  የየአአሠሠራራርር  

ሥሥርርዓዓቶቶችችንን  እእናና  ስስታታንንዲዲርርድድችች  የየማማዘዘጋጋጀጀትት።።  

፲፲፩፩..የየፇፇቃቃዴዴ  አአስስፇፇሊሊጊጊነነትት    

//  ማማንንኛኛውውምም  ሰሰውው  በበሩሩትት  ሰሰርርተተፉፉኬኬትት  ባባሇሇስስሌሌጣጣንን  

የየተተሰሰጠጠ  የየፀፀናና  ፌፌቃቃዴዴ  ሳሳይይኖኖረረውው  በበሰሰርርተተፉፉኬኬትት  

ሰሰጪጪነነትት  አአገገሌሌግግልልትት  መመሰሰማማራራትት  አአይይችችሌሌምም።።    

//  በበሰሰርርተተፉፉኬኬትት  ሰሰጪጪነነትት  ተተግግባባርር  ሇሇመመሰሰማማራራትት  

የየሚሚፇፇሌሌግግ  ማማንንኛኛውውምም  ሰሰውው  ፇፇቃቃዴዴ  እእንንዱዱሰሰጠጠውው  

በበሩሩትት  ሰሰርርተተፉፉኬኬትት  ባባሇሇስስሌሌጣጣንን  የየተተዘዘጋጋጀጀውውንን  

የየፇፇቃቃዴዴ  ማማመመሌሌከከቻቻ  ቅቅጽጽ  በበመመሙሙሊሊትት  ሇሇሩሩትት  

ሰሰርርተተፉፉኬኬትት  ባባሇሇስስሌሌጣጣንን  ማማቅቅረረብብ  አአሇሇበበትት።።  

//  አአመመሌሌካካቹቹ  በበዚዚህህ  አአንንቀቀጽጽ  ንንዑዑስስ  አአንንቀቀጽጽ  (())  

መመሠሠረረትት  ማማመመሌሌከከቻቻ  ሲሲያያቀቀርርብብ  በበዚዚህህ  አአዋዋጅጅ  እእናና  

በበአአዋዋጁጁ  መመሠሠረረትት  በበወወጡጡ  ዯዯንንቦቦችችናና  መመመመሪሪያያዎዎችች  

የየተተመመሇሇከከቱቱ  አአስስፇፇሊሊጊጊ  ሰሰነነድድችችንን  ከከማማመመሌሌከከቻቻውው  ጋጋርር  

አአያያይይዞዞ  የየማማቅቅረረብብናና  ተተገገቢቢውውንን  የየፇፇቃቃዴዴ  ክክፌፌያያ  

የየመመክክፇፇሌሌ  ግግዳዳታታ  አአሇሇበበትት።።  
  

//  ሩሩትት  ሰሰርርተተፉፉኬኬትት  ባባሇሇስስሌሌጣጣንን  የየሰሰርርተተፉፉኬኬትት  ሰሰጪጪነነትት  

ፇፇቃቃዴዴ  ሇሇማማግግኘኘትት  የየቀቀረረበበውው  ማማመመሌሌከከቻቻ  ትትክክክክሇሇኛኛናና  

የየተተሟሟሊሊ፣፣  በበዚዚህህ  አአዋዋጅጅናና  በበአአዋዋጁጁ  መመሰሰረረትት  በበወወጡጡ  

ዯዯንንቦቦችችናና  መመመመሪሪያያዎዎችች  መመሰሰረረትት  የየተተቀቀመመጡጡትትንን  

ቅቅዴዴመመ  ሁሁኔኔታታዎዎችችናና  መመስስፇፇርርቶቶችች  ያያሟሟሊሊ  መመሆሆኑኑንን  

ካካረረጋጋገገጠጠ  በበኋኋሊሊ  ፇፇቃቃዴዴ  ይይሰሰጣጣሌሌ።።    

  
  

//  ሩሩትት  ሰሰርርተተፉፉኬኬትት  ባባሇሇስስሌሌጣጣንን  ሇሇሰሰርርተተፉፉኬኬትት  ሰሰጪጪነነትት  

የየፇፇቃቃዴዴ  ማማመመሌሌከከቻቻ  ጥጥያያቄቄ  በበቀቀረረበበ  በበ  ፴፴  የየሥሥራራ  

ቀቀናናትት  ውውስስጥጥ  ውውሳሳኔኔውውንን  በበጽጽሁሁፌፌ  ሇሇአአመመሌሌካካቹቹ  

ማማሳሳወወቅቅ  አአሇሇበበትት።።  

//  ሩሩትት  ሰሰርርተተፉፉኬኬትት  ባባሇሇስስሌሌጣጣንን  ፇፇቃቃዴዴ  ሲሲከከሇሇክክሌሌ  

ፇፇቃቃደደ  የየማማይይሰሰጥጥበበትትንን  ምምክክንንያያትት  ሇሇአአመመሌሌካካቹቹ  

በበጽጽሁሁፌፌ  ማማሳሳወወቅቅ  አአሇሇበበትት።።  

//  ሩሩትት  ሰሰርርተተፉፉኬኬትት  ባባሇሇስስሌሌጣጣኑኑ  ሇሇሰሰርርተተፉፉኬኬትት  ሰሰጪጪነነትት  

የየሚሚያያበበቁቁ  ዝዝርርዝዝርር  መመስስፇፇርርቶቶችች  በበመመመመሪሪያያ  

ይይወወስስናናሌሌ።።  

2/ensure the trustworthiness and the overall security of 

the crypto system; 

3/issue working procedures and standards that 

certificate providers shall follow. 
 

11.Requirement of License  

1/ No person shall operate as a certificate provider 

unless that person holds a valid license issued by 

Root Certificate Authority. 

2/ Any person who wants to engage as certificate 

provider may lodge application to the Root 

Certificate Authority for the issuance of license by 

filling the form prescribed by the Root Certificate 

Authority. 
 

3/ The applicant, while lodging application pursuant 

to sub-article (2) of this Article, shall accompany 

his application with the necessary documents 

prescribed in this Proclamation and the regulations 

and directives issued in accordance with the 

Provisions of this Proclamation and shall pay a 

prescribed license fee.  

4/ Where the Root Certificate Authority is satisfied 

that the application submitted to obtain license is 

reliable, adequate and duly made in accordance 

with this Proclamation, and meets the requirements 

and procedures prescribed in regulations and 

directives enacted in accordance with this 

Proclamation, it shall grant the license. 

5/ The Root Certificate Authority shall provide its 

decision within 30 working days after receiving an 

application for license and notify to the applicant 

in writing.  

6/ Where the Root Certificate Authority denies a 

license, it shall notify the applicant in writing of its 

reasons for denial. 

 

7/ The Root Certificate Authority shall issue a 

directive that set eligibility requirements for 

certification authorities. 
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፲፲፪፪..ፌፌቃቃዴዴ  የየማማያያሰሰጡጡ  ሁሁኔኔታታዎዎችች    

//  በበዚዚህህ  አአዋዋጅጅ  አአንንቀቀጽጽ  ፲፲፩፩  (())  ሊሊይይ  የየተተዯዯነነገገገገውው  

ቢቢኖኖርርምም  ፇፇቃቃዴዴ  እእንንዱዱሰሰጠጠውው  ማማመመሌሌከከቻቻ  ያያቀቀረረበበ  

አአካካሌሌ::--  

      ሀሀ))  ግግሇሇ  ሰሰብብ  ከከሆሆነነ፤፤  

              ሇሇ))  በበኢኢትትዮዮጵጵያያ  ውውስስጥጥ  ያያሌሌተተቋቋቋቋመመ  ተተቋቋምም  

ከከሆሆነነ፣፣  ወወይይምም  

        ሏሏ))  በበወወንንጀጀሌሌ  የየተተፇፇረረዯዯበበትት  ከከሆሆነነ  እእናና  የየወወንንጀጀሌሌ  

ቅቅጣጣቱቱንን  ከከፇፇጸጸመመ  በበኋኋሊሊ  ያያሌሌተተሰሰየየመመ  ከከሆሆነነ፣፣  

                    ዝዝርርዝዝርር  ምምርርመመራራ  ሳሳያያስስፇፇሌሌግግ  ማማመመሌሌከከቻቻውው  

ውውዴዴቅቅ  ይይሆሆናናሌሌ።።    

//  የየዚዚህህ  አአንንቀቀጽጽ  ንንዑዑስስ  አአንንቀቀጽጽ  (())  ዴዴንንጋጋጌጌ  

እእንንዯዯተተጠጠበበቀቀ  ሆሆኖኖ፤፤  ፇፇቃቃዴዴ  የየማማያያሰሰጡጡ  ላላልልችች  

ሁሁኔኔታታዎዎችች  ሩሩትት  ሰሰርርተተፉፉኬኬትት  ባባሇሇስስሌሌጣጣንን  

በበሚሚያያወወጣጣውው  መመመመሪሪያያ  ሉሉወወሰሰኑኑ  ይይችችሊሊለለ።።  

፲፲፫፫..የየፌፌቃቃዴዴ  ዘዘመመንንናና  ዕዕዴዴሳሳትት    

//  የየሰሰርርተተፉፉኬኬትት  ሰሰጪጪነነትት  ፇፇቃቃዴዴ  ፀፀንንቶቶ  የየሚሚቆቆይይበበትት  

ጊጊዜዜ  አአምምስስትት  ዓዓመመትት  ይይሆሆናናሌሌ።።  

//  ማማንንኛኛውውምም  ሰሰርርተተፉፉኬኬትት  ሰሰጪጪ  የየአአገገሌሌግግልልትት  ዘዘመመኑኑ  

ባባበበቃቃ  ፇፇቃቃዴዴ  አአገገሌሌግግልልትት  መመስስጠጠትት  አአይይችችሌሌምም።።  

//  ማማንንኛኛውውምም  ሰሰርርተተፉፉኬኬትት  ሰሰጪጪ  የየፇፇቃቃዴዴ  ጊጊዜዜ  ገገዯዯቡቡ  

ከከማማሇሇቁቁ  በበፉፉትት  ባባለለትት  ፷፷  ተተከከታታታታይይ  የየስስራራ  ቀቀናናትት  

ውውስስጥጥ  የየሩሩትት  ሰሰርርተተፉፉኬኬትት  ባባሇሇስስሌሌጣጣኑኑ  ያያዘዘጋጋጀጀውውንን  

የየፇፇቃቃዴዴ  ማማዯዯሻሻ  ቅቅጽጽ  ሞሞሌሌቶቶ  የየዕዕዴዴሳሳትት  ማማመመሌሌከከቻቻውውንን  

ማማቅቅረረብብ  አአሇሇበበትት።።  

//  በበዚዚህህ  አአንንቀቀጽጽ  ንንዑዑስስ  አአንንቀቀጽጽ  (())  መመሰሰረረትት  ፌፌቃቃደደንን  

የየሚሚያያሳሳዴዴስስ  ሰሰርርተተፉፉኬኬትት  ሰሰጪጪ  አአስስፇፇሊሊጊጊ  ሰሰነነድድችችንን  

አአያያይይዞዞ  ማማቅቅረረብብናና  ማማመመሌሌከከቻቻውው  ተተቀቀባባይይትት  ካካገገኘኘምም  

ተተገገቢቢውውንን  የየፇፇቃቃዴዴ  ክክፌፌያያ  መመፇፇፀፀምም  አአሇሇበበትት፡፡፡፡        


//  የየዚዚህህ  አአንንቀቀጽጽ  ንንዑዑስስ  አአንንቀቀጽጽ  (())  ዴዴንንጋጋጌጌ  ቢቢኖኖርርምም  

ሰሰርርተተፉፉኬኬትት  ሰሰጪጪውው  የየፇፇቃቃደደ  ጊጊዜዜ  ቢቢያያበበቃቃምም  

ፇፇቃቃደደንን  ሇሇማማሳሳዯዯስስ  ሇሇሩሩትት  ሰሰርርተተፉፉኬኬትት  ባባሇሇስስሌሌጣጣንን  

በበወወቅቅቱቱ  አአመመሌሌክክቶቶ  ውውጤጤትት  እእየየተተጠጠባባበበቀቀ  ስስሇሇመመሆሆኑኑ  

ማማሳሳየየትት  ከከቻቻሇሇ  የየማማዯዯሻሻ  ጊጊዜዜውው  እእንንዲዲሊሊበበቃቃ  ተተቆቆጥጥሮሮ  

12.Conditions for Denying License  

1/ Notwithstanding the provision of sub-article (7) of 

Article 11 of this Proclamation, any application 

shall be rejected, without going into detail 

screening, if the applicant: 

    a) is a private individual; 

     b) is a body corporate not established in Ethiopia; 

 
 

       c) has been convicted of an offence and not 

reinstated after completion of the punishment. 

 

 

2 Without prejudice to sub-article (1) of this Article, 

the Root Certificate Authority may prescribe 

additional qualification requirements to deny a 

license. 

13.Validity Period and Renewal of License  
 

 

[ 

   1/ The validity period of certification license shall be 

five years. 
 

    2/ No certificate provider shall provide any service on 

expired license. 

   3/ Any licensed certificate provider shall submit an 

application to the Root Certificate Authority by 

filling the form prescribed for the renewal of 

license 60 consecutive working days before the 

date of expiry of the license. 
 

4/ Any certificate provider that submits an application 

for renewal of license in accordance with sub-

article (3) of this Article shall provide such 

necessary documents as may be required and pay 

prescribed fee upon approval of the application. 

5/ Notwithstanding sub-article (2) of this Article, a 

certificate provider whose license has expired may 

be entitled to carry on its business as if its license 

had not expired upon proof being submitted to the 

Root Certificate Authority that the certificate 

provider has applied for a renewal of the license 
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ሥሥራራውውንን  ማማከከናናወወንን  ይይችችሊሊሌሌ፡፡፡፡  

፲፲፬፬..ሰሰርርተተፉፉኬኬትትንን  ስስሇሇማማገገዴዴ  

ሩሩትት  ሰሰርርተተፌፌኬኬትት  ባባሇሇስስሌሌጣጣንን  በበሚሚከከተተለለትት  ምምክክንንያያቶቶችች  

የየሰሰርርተተፉፉኬኬትት  ሥሥራራንን  በበሙሙለለ  ወወይይምም  በበከከፉፉሌሌከከ  ወወራራትት  

ሊሊሌሌበበሇሇጠጠ  ጊጊዜዜ  ሉሉያያግግዴዴ  ይይችችሊሊሌሌ::--  

//  በበዚዚህህ  አአዋዋጅጅ  አአንንቀቀጽጽ  ፲፲፭፭  ንንዑዑስስ  አአንንቀቀፅፅ  (())  ሊሊይይ  

የየተተመመሇሇከከቱቱ  እእናና  የየመመሰሰረረዝዝ  ውውሳሳኔኔ  ሉሉያያስስከከትትለለ  

የየሚሚችችለለ  ጉጉዲዲዮዮችች  መመከከሰሰትት  አአሇሇመመከከሰሰታታቸቸውውንን  

ማማጣጣራራትት  ሇሇማማዴዴረረግግ፤፤  ወወይይምም    

  

//  ምምክክንንያያቱቱ  የየሰሰርርተተፌፌኬኬትት  ሰሰጪጪንን  ሰሰርርተተፌፌኬኬትትንን  

ሇሇማማሰሰረረዝዝ  በበቂቂ  ሳሳይይሆሆንን  ሲሲቀቀርር  ነነገገርር  ግግንን  እእነነዚዚህህንን  

ጉጉዴዴሇሇቶቶችችንን  በበተተወወሰሰነነ  ግግዜዜ  ውውስስጥጥ  ማማረረምም  

ሲሲያያስስፇፇሌሌግግ።።  

 ሩሩትት  ሰሰርርተተፉፉኬኬትት  ባባሇሇስስሌሌጣጣንን  የየሰሰርርተተፌፌኬኬቱቱ  ሥሥራራ  

የየታታገገዯዯበበትትንን  ምምክክንንያያትት  እእናና  በበተተወወሰሰነነ  ጊጊዜዜ  ውውስስጥጥ  

ጉጉዴዴሇሇቶቶቹቹንን  ሇሇማማስስተተካካከከሌሌ  ሰሰርርተተፉፉኬኬትት  ሰሰጪጪውው  

ሉሉወወሰሰዴዴ  ስስሇሇሚሚገገባባውው  እእርርምምጃጃ  በበጽጽሁሁፌፌ  ያያሳሳውውቃቃሌሌ፡፡፡፡    

፲፲፭፭..ፇፇቃቃዴዴንን  ስስሇሇመመሰሰረረዝዝ    

//  የየሩሩትት  ሰሰርርተተፉፉኬኬትት  ባባሇሇስስሌሌጣጣንን  ከከሚሚከከተተለለትት  

ምምክክንንያያቶቶችች  በበአአንንደደ  የየሰሰርርተተፉፉኬኬትት  ሰሰጪጪነነትት  ፇፇቃቃዴዴ  

ሉሉሰሰርርዝዝ  ይይችችሊሊሌሌ::--  

ሀሀ))  ሰሰርርተተፉፉኬኬትት  ሰሰጪጪውው  የየዚዚህህ  አአዋዋጅጅ  ዴዴንንጋጋጌጌዎዎችችናና  

በበአአዋዋጁጁ  መመሰሰረረትት  የየወወጡጡ  ዯዯንንቦቦችችናና  

መመመመሪሪያያዎዎችችንን  ከከተተሊሊሇሇፇፇ፤፤  

ሇሇ))  ፇፇቃቃደደ  የየተተሰሰጠጠውው  በበሀሀሰሰተተኛኛ  መመረረጃጃ  ሊሊይይ  

ተተመመስስርርቶቶ  መመሆሆኑኑ  ከከተተረረጋጋገገጠጠ፤፤  

ሏሏ))  ሰሰርርተተፉፉኬኬትት  ሰሰጪጪውው  ፇፇቃቃደደ  ከከተተሰሰጠጠበበትት  አአሊሊማማ  

ወወይይምም  ሁሁኔኔታታ  በበተተፃፃራራሪሪ  ተተግግባባሩሩንን  ካካካካሄሄዯዯ፤፤  
  

መመ))  ሰሰርርተተፉፉኬኬትት  ሰሰጪጪውው  በበንንግግዴዴ  ሥሥራራ  ሊሊይይ  

የየተተሰሰማማራራ  እእንንዯዯሆሆነነናና  የየንንግግዴዴ  ፇፇቃቃደደ  ከከተተሰሰረረዘዘ፤፤  

ሠሠ))  ፇፇቃቃደደ  ፀፀንንቶቶ  የየሚሚቆቆይይበበትት  ጊጊዜዜ    ካካበበቃቃናና  ፌፌቃቃደደ  

ካካሌሌታታዯዯሰሰ፤፤  

ረረ))  ሰሰርርተተፉፉኬኬትት  ሰሰጪጪውው  ከከፇፇረረሰሰ  ወወይይምም  ከከከከሰሰረረ፤፤  

  

ሰሰ))  ሰሰርርተተፉፉኬኬትት  ሰሰጪጪውው  ከከሰሰርርተተፉፉኬኬትት  ሰሰጪጪነነትት  

ሥሥራራ  ጋጋርር  ተተያያይይዞዞ  ታታማማኝኝነነቱቱንን  በበሚሚያያሳሳጡጡ  

within the time frame and that such application is 

pending for determination. 

14.Suspension of Certificate Work  

The Root Certificate Authority may suspend the 

certificate work fully or partially for a time not 

exceeding 6 months in the following conditions: 
 

1/  to examine the occurrence of any of the grounds, 

which are stated under sub article  (1) of Article 15 

of this proclamation that result cancelation of 

certificate provider licenses; or 

 

2/ when the Root Certificate Authority considers that 

the grounds are not suffice to revoke the certificate 

provider license but defects are required to be 

corrected within a specified time.  

 

3/ Root certificate Authority shall notify in writing the 

grounds for suspension of certificate work and 

measures that Certification Authority has to take to 

correct the defects within the time specified.   

15. Revocation of a License  

1/ The Root Certificate Authority may revoke the 

license of a certificate provider in any of the 

following grounds if : 

a)  the certificate provider breaches the provisions 

of this Proclamation or regulations and 

directives issued under this proclamation; 
 

b)  it is proved that the license has been given 

based on falsified information;   

c)  the certificate provider performs its duty 

contrary to the objective or condition of  the 

license; 

d) the certificate provider is engaged in business 

activity and the business license revoked;  

e)  the license is  expired and is not renewed;  

 

f)  the certificate provider is wind up or bankrupt;  

 

g) the certificate provider is convicted by court of 

law for involving in criminal activity linked to 
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ወወንንጀጀሌሌ  ተተግግባባራራትት  ሊሊይይ  ተተሳሳታታፉፉ  ሆሆኖኖ  በበፌፌርርዴዴ  

ቤቤትት  ውውሳሳኔኔ  ከከተተሰሰጠጠበበትት  ወወይይምም  

ሸሸ))  ሰሰርርተተፉፉኬኬትት  ሰሰጪጪውው  ፇፇቃቃዴዴ  ከከተተሰሰጠጠውው  ዕዕሇሇትት  

አአንንስስቶቶ  በበሦሦሰሰትት  ወወራራትት  ውውስስጥጥ  ሥሥራራ  ካካሌሌጀጀመመረረ።።  

  

//  የየዚዚህህ  አአንንቀቀጽጽ  ንንዑዑስስ  አአንንቀቀጽጽ  (())  ዴዴንንጋጋጌጌ  ቢቢኖኖርርምም  

ሩሩትት  ሰሰርርተተፉፉኬኬትት  ባባሇሇስስሌሌጣጣንን  ፌፌቃቃዴዴ  ከከመመሰሰርርዙዙ  

በበፉፉትት  እእንንዯዯአአስስፇፇሊሊጊጊነነቱቱ  ሰሰርርተተፉፉኬኬትት  ሰሰጪጪውውንን  በበ፲፲፭፭  

ተተከከታታታታይይ  የየሥሥራራ  ቀቀናናትት  ውውስስጥጥ  ስስሇሇስስረረዛዛውው  

አአስስተተያያየየቱቱንን  በበጽጽሁሁፌፌ  እእንንዱዱያያቀቀርርብብ  ሉሉጠጠይይቅቅ  

ይይችችሊሊሌሌ።።  

//  ሰሰርርተተፉፉኬኬትት  ሰሰጪጪውው  በበዚዚህህ  አአንንቀቀጽጽ  ንንዑዑስስ  አአንንቀቀጽጽ  

(())  በበተተገገሇሇፀፀውው  ጊጊዜዜ  ገገዯዯብብ  ውውስስጥጥ  አአስስተተያያየየቱቱንን  

በበጽጽሁሁፌፌ  ካካሊሊቀቀረረበበ  ወወይይምም  ያያቀቀረረበበውው  አአስስተተያያየየትት  

ውውዴዴቅቅ  ከከተተዯዯረረገገ፣፣  ሩሩትት  ሰሰርርተተፉፉኬኬትት  ባባሇሇሥሥሌሌጣጣንን  

ፌፌቃቃደደንን  ሰሰርርዞዞ  በበጽጽሁሁፌፌ  ሇሇሰሰርርተተፉፉኬኬትት  ሰሰጪጪ  

ያያሳሳውውቃቃሌሌ።።  

፲፲፮፮..ፇፇቃቃዴዴ  ስስሇሇመመመመሇሇስስ  

በበዚዚህህ  አአዋዋጅጅ  አአንንቀቀጽጽ  ፲፲፭፭  መመሠሠረረትት  ፇፇቃቃደደ  የየተተሰሰረረዘዘበበትት  

ሰሰርርተተፉፉኬኬትት  ሰሰጪጪ  ወወይይምም  በበአአንንቀቀጽጽ  ፲፲፰፰  ንንዑዑስስ  አአንንቀቀጽጽ  

((፭፭))  መመሠሠረረትት  ሥሥራራውውንን  የየሚሚያያቆቆምምበበትትንን  ቀቀንን  ያያመመሇሇከከተተ  

ሰሰርርተተፉፉኬኬትት  ሰሰጪጪ  በበ  ፲፲  ተተከከታታታታይይ  የየሥሥራራ  ቀቀናናትት  ውውስስጥጥ  

ፇፇቃቃደደንን  ሇሇሩሩትት  ሰሰርርተተፉፉኬኬትት  ባባሇሇስስሌሌጣጣንን  መመመመሇሇስስ  

አአሇሇበበትት።።  

፲፲፯፯..የየፇፇቃቃዴዴ  መመሰሰረረዝዝ  ወወይይምም  የየሰሰርርተተፉፉኬኬትት  መመታታገገዴዴ  ውውጤጤትት    

//  ፌፌቃቃደደ  የየተተሰሰረረዘዘበበትት  ማማንንኛኛውውምም  ሰሰርርተተፉፉኬኬትት  ሰሰጪጪ  

የየሰሰርርተተፉፉኬኬትት  ሰሰጪጪነነትት  የየፇፇቃቃደደ  ስስረረዛዛውው  ጽጽሁሁፌፌ  

እእንንዯዯዯዯረረሰሰውው  የየፇፇቃቃዴዴ  ሰሰጨጨነነትት  አአገገሌሌግግልልቱቱንን  ማማቆቆምም  

አአሇሇበበትት።።    

//  ማማንንኛኛውውምም  የየሰሰርርተተፌፌኬኬቱቱ  ሥሥራራዎዎችች  የየታታገገዯዯበበትት  

ሰሰርርተተፉፉኬኬትት  ሰሰጪጪ  እእገገዲዲውው  እእስስኪኪነነሳሳ  ዴዴረረስስ  በበእእገገዲዲውው  

ውውስስጥጥ  የየተተከከሇሇከከሇሇውውንን  ማማንንኛኛውውምም  ተተግግባባርር  መመፇፇፀፀምም  

አአይይችችሌሌምም።።  
  

//  በበዚዚህህ  አአንንቀቀጽጽ  ንንዑዑስስ  አአንንቀቀጽጽ  (())  የየተተዯዯነነገገገገውው  

ቢቢኖኖርርምም፤፤  ሩሩትት  ሰሰርርተተፉፉኬኬትት  ባባሇሇሥሥሌሌጣጣንን  

ሰሰርርተተፉፉኬኬትት  ሰሰጪጪውው  ሥሥራራዎዎቹቹንን  ሇሇማማጠጠቃቃሇሇሌሌ  

እእንንዱዱችችሌሌ  የየተተወወሰሰኑኑ  የየሰሰርርተተፉፉኬኬትት  ሥሥራራዎዎችች  

certification that erodes the trust ;  

 

h)  the certificate provider has failed to begin 

operation within three months from the date it 

receives a license. 

2/ Notwithstanding sub-article (1) of this Article, the 

Root Certificate Authority, as appropriate, may 

request certificate provider to provide its opinion 

in writing regarding the revocation within 15 

consecutive working days prior to the revocation 

of the license. 
 

3/ If the certificate provider fails to submit its opinion 

within the time limit specified under sub-article (2) 

of this Article or if the opinion submitted is 

dismissed, the Root Certificate Authority shall 

revoke the license and notify the same in writing to 

the certificate provider.  

16. Return of License  

A certificate provider whose license has been 

revoked in accordance with Article 15 or who 

submitted notice to terminate his operation within 

specific period of time pursuant to sub-article (5) of 

Article 18 of this Proclamation shall return the 

license for Root Certificate Authority within 10 

consecutive working days.  

17.Effect of License Revocation or Certificate 

Suspension  

1/ Any certificate provider whose license has been 

revoked shall cease its operation while it has 

received the license revocation letter. 

2/ No certificate provider shall be allowed to 

perform any of suspended certification works 

until the suspension is lifted. 

 

3/ Notwithstanding sub-article (1) of this Article, the 

Root Certificate Authority may authorize the 

certificate provider in writing to carry on certain 

certification works for the purpose of winding up 
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እእንንዱዱፇፇጽጽምም  በበጽጽሁሁፌፌ  ሉሉፇፇቅቅዴዴሇሇትት  ይይችችሊሊሌሌ፤፤  ጊጊዜዜ  

ወወሰሰኑኑ  በበመመመመሪሪያያ  ይይወወሰሰናናሌሌ፡፡፡፡    

//  በበዚዚህህ  አአንንቀቀጽጽ  ንንዑዑስስ  አአንንቀቀጽጽ  (())  የየተተዯዯነነገገገገውው  

እእንንዯዯተተጠጠበበቀቀ  ሆሆኖኖ  የየሰሰርርተተፉፉኬኬትት  ሰሰጪጪውው  ፇፇቃቃዴዴ  

መመሰሰረረዙዙ  ወወይይምም  መመታታገገደደ  ሰሰርርተተፌፌኬኬቱቱ  ከከመመሰሰረረዙዙ  

ወወይይምም  ከከመመታታገገደደ  በበፉፉትት  የየተተሰሰጡጡ  ሰሰርርተተፌፌኬኬቶቶችች  

ሕሕጋጋዊዊነነትት  አአያያሳሳጣጣምም፡፡፡፡  

//  ሩሩትት  ሰሰርርተተፉፉኬኬትት  ባባሇሇስስሌሌጣጣንን  በበዚዚህህ  አአዋዋጅጅ  አአንንቀቀጽጽ  

፲፲፬፬  እእናና  አአንንቀቀጽጽ  ፲፲፭፭  መመሠሠረረትት  ፇፇቃቃዴዴ  ሲሲሰሰርርዝዝ  

ወወይይምም  የየሰሰርርተተፉፉኬኬትት  ሰሰጪጪ  ሥሥራራዎዎችች  ሲሲያያግግዴዴ  

የየተተገገሌሌጋጋዮዮችች  ሰሰርርተተፉፉኬኬትትናና  ተተያያያያዥዥ  መመዝዝገገቦቦችች  

የየሚሚመመሩሩበበትት  የየአአሰሰራራርር  ሥሥርርዓዓትት  በበመመመመሪሪያያ  

ይይወወስስናናሌሌ።።      

፲፲፰፰..ሰሰርርተተፉፉኬኬትት  ሰሰጪጪነነትት  አአገገሌሌግግልልትትንን  ስስሇሇማማቆቆምም    

//  ማማንንኛኛውውምም  ሰሰርርተተፉፉኬኬትት  ሰሰጪጪ  አአገገሌሌግግልልቱቱንን  ማማቆቆምም  

የየፇፇሇሇገገ  እእንንዯዯሆሆነነ  ሇሇሩሩትት  ሰሰርርተተፉፉኬኬትት  ባባሇሇስስሌሌጣጣንን  እእናና  

ሇሇተተገገሌሌጋጋዮዮቹቹ  ከከ  ፷፷  ((ስስሌሌሳሳ))  ተተከከታታታታይይ  የየስስራራ  ቀቀናናትት  

ያያሊሊነነሰሰ  ጊጊዜዜ  ቅቅዴዴመመ  ማማስስታታወወቂቂያያ  መመስስጠጠትት  አአሇሇበበትት፡፡፡፡    

//  በበዚዚህህ  አአንንቀቀጽጽ  ንንዑዑስስ  አአንንቀቀጽጽ  (())  መመሠሠረረትት  

አአገገሌሌግግልልቱቱንን  ሇሇማማቆቆምም  የየሚሚፇፇሌሌግግ  ሰሰርርትትፉፉኬኬትት  ሰሰጪጪ  

የየተተገገሌሌጋጋዮዮቹቹንን  ሰሰርርተተፉፉኬኬቶቶችችናና  ተተያያያያዥዥ  መመዝዝገገቦቦችች  

ወወዯዯላላሊሊ  ሰሰርርተተፉፉኬኬትት  ሰሰጪጪ  ማማስስተተሊሊሇሇፌፌ  አአሇሇበበትት፤፤  

የየተተገገሌሌጋጋዮዮቹቹንን  ሰሰርርተተፉፉኬኬትትናና  ተተያያያያዥዥ  መመዝዝገገቦቦችች  

ወወዯዯላላሊሊ  ሰሰርርተተፉፉኬኬትት  ሰሰጪጪ  ማማስስተተሊሊሇሇፌፌ  የየማማይይቻቻሌሌበበትት  

ሁሁኔኔታታ  ሲሲፇፇጠጠርር  ሰሰርርተተፉፉኬኬትት  ሰሰጪጪውው  በበአአፊፊጣጣኝኝ  ሇሇሩሩትት  

ሰሰርርተተፉፉኬኬትት  ባባሇሇስስሌሌጣጣኑኑ  በበጽጽሁሁፌፌ  ማማሳሳወወቅቅ  አአሇሇበበትት።።  

  

//  የየሩሩትት  ሰሰርርተተፉፉኬኬትት  ባባሇሇሥሥሌሌጣጣኑኑ  በበዚዚህህ  አአንንቀቀጽጽ  ንንዑዑስስ  

አአንንቀቀጽጽ  (())  መመሠሠረረትት  ከከሰሰርርተተፉፉኬኬትት  ሰሰጪጪውው  

ሪሪፖፖርርትት  የየዯዯረረሰሰውው  እእንንዯዯሆሆነነ  የየዚዚህህ  አአዋዋጅጅ  አአንንቀቀጽጽ  ፲፲፯፯  

ንንዑዑስስ  አአንንቀቀጽጽ  (())  ተተግግባባራራዊዊ  ማማዴዴረረግግ  አአሇሇበበትት።።  

//  በበዚዚህህ  አአንንቀቀጽጽ  መመሰሰረረትት  የየተተገገሌሌጋጋዮዮቹቹ  ሰሰርርተተፉፉኬኬትትናና  

ተተያያያያዥዥ  መመዝዝገገቦቦችች  የየተተሊሊሇሇፈፈሇሇትት  ሰሰርርተተፉፉኬኬትት  ሰሰጪጪ  

ሰሰርርተተፌፌኬኬቱቱንን  ራራሱሱ  እእንንዯዯሰሰጠጠ  ተተዯዯርርጎጎ  ይይቆቆጠጠራራሌሌ፡፡፡፡    

  

  

its operation.The time limit will be specified in a 

directive. 

4/ Notwithstanding sub-article (1) of this Article, the 

revocation of license or suspension of a certificate 

shall not affect the validity of any certificate 

issued by the certificate provider prior to such 

revocation or suspension of a license. 

 

5/ Where the Root Certificate Authority revokes a 

license or suspends certification work of a 

certificate provider in accordance with Article 14 

and 15 of this Proclamation, it shall determine by 

directive the procedures regarding the transfer of 

certificates and related records. 
 

18.Termination of Certificate Service  

1/Any certificate provider who wishes to terminate his 

certification service shall provide not less than 60 

(sixty) consecutive working days notice for Root 

Certificate Authority and its subscribers. 
 

 

2/ A certificate provider who wishes to terminate its 

certification service in accordance with sub-article 

(1) of this Article shall transfer its subscriber 

certificates and related records to another certificate 

provider; where it is impossible to transfer its 

subscriber’s certificate and related records to other 

certificate provider, the certificate provider shall 

immediately notify the same in writing to Root 

Certificate Authority.  
 

3/ Where the Root Certificate Authority receives a 

report in accordance with sub-article (2) of this 

Article, it shall apply the provisions of sub-article 

(5) of Article 17 of this Proclamation.  

4/ The certificate provider who accepts subscribers 

certificates and related records in accordance with 

this Article shall be deemed to have issued the 

certificates. 
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//  ሰሰርርተተፉፉኬኬትት  ሰሰጪጪነነትት  አአገገሌሌግግልልትትንን  ማማቆቆምም  ውውጤጤትት  

የየሚሚኖኖረረውው  ሩሩትት  ሰሰርርተተፉፉኬኬትት  ባባሇሇስስሌሌጣጣንን  ፇፇቃቃደደንን  

በበተተረረከከበበበበትት  ቀቀንን  ወወይይምም  በበዚዚህህ  አአንንቀቀጽጽ  ንንዑዑስስ  አአንንቀቀጽጽ  

(())  መመሰሰረረትት  ሰሰርርተተፉፉኬኬትት  ሰሰጪጪውው  በበሚሚሰሰጠጠውው  ጽጽሁሁፌፌ  

ማማስስታታወወቂቂያያ  ሊሊይይ  ያያመመሇሇከከተተውው  ቀቀንን  ከከተተጠጠናናቀቀቀቀ  በበኋኋሊሊ  

ይይሆሆናናሌሌ፡፡፡፡    

፲፲፱፱..ስስሇሇጠጠፊፊ  ፇፇቃቃዴዴ  

//  ሰሰርርተተፉፉኬኬትት  ሰሰጪጪውው  ፇፇቃቃደደ  የየጠጠፊፊበበትት  እእንንዯዯሆሆነነ  

መመጥጥፊፊቱቱንን  እእንንዲዲወወቀቀ  ወወዴዴያያውውኑኑ  ሇሇሩሩትት  ሰሰርርተተፉፉኬኬትት  

ባባሇሇስስሌሌጣጣንን  ይይህህንንኑኑ  በበጽጽሁሁፌፌ  ማማሳሳወወቅቅ  ይይኖኖርርበበታታሌሌ፡፡፡፡  
  

//  ሰሰርርተተፉፉኬኬትት  ሰሰጪጪውው  ምምትትክክ  ፇፇቃቃዴዴ  እእንንዱዱሰሰጠጠውው  

አአስስፇፇሊሊጊጊ  ሰሰነነድድችችንን  አአያያይይዞዞ  ማማመመሌሌከከቻቻውውንን  ሇሇሩሩትት  

ሰሰርርተተፉፉኬኬትት  ባባሇሇስስሌሌጣጣኑኑ  ማማቅቅረረብብ  እእናና  ሇሇዚዚሁሁ  

የየተተመመሇሇከከተተውውንን  ክክፌፌያያ  መመፇፇጸጸምም  ይይኖኖርርበበታታሌሌ፡፡፡፡    
  

፳፳..የየውውጪጪ  ሀሀገገርር  ሰሰርርተተፉፉኬኬትት  እእውውቅቅናና  ስስሇሇመመስስጠጠትት  

  

//  በበውውጭጭ  ሀሀገገርር  አአግግባባብብ  ባባሇሇውው  አአካካሌሌ  ፇፇቃቃዴዴ  ወወይይምም  

እእውውቅቅናና  የየተተሰሰጠጠውው  ሰሰርርተተፉፉኬኬትት  ሰሰጪጪ  በበዚዚህህ  አአዋዋጅጅ  እእናና  

በበአአዋዋጁጁ  መመሰሰረረትት  በበወወጡጡትት  ዯዯንንቦቦችችናና  መመመመሪሪያያዎዎችች  

የየተተመመሇሇከከቱቱትትንን  መመስስፇፇርርቶቶችችናና  የየመመተተማማመመኛኛ  ገገዯዯቦቦችች  

እእስስካካሟሟሊሊ  ዴዴረረስስ  በበሩሩትት  ሰሰርርተተፉፉኬኬትት  ባባሇሇስስሌሌጣጣኑኑ  እእውውቅቅናና  

ሉሉሰሰጠጠውው  ይይችችሊሊሌሌ።።    
  

//  በበዚዚህህ  አአንንቀቀጽጽ  መመሠሠረረትት  እእውውቅቅናና  የየተተሰሰጠጠውው  የየውውጭጭ  

ሀሀገገርር  ሰሰርርተተፉፉኬኬትት  ሰሰጪጪ  የየሚሚሰሰጠጠውው  ሰሰርርተተፉፉኬኬትት  በበዚዚህህ  

አአዋዋጅጅ  መመሠሠረረትት  ከከሚሚሰሰጠጠውው  ሰሰርርተተፉፉኬኬትት  ጋጋርር  እእኩኩሌሌ  

የየሕሕግግ  ውውጤጤትት  ይይኖኖረረዋዋሌሌ፡፡፡፡    
  

፳፳፩፩..ኦኦዱዱትት  ስስሇሇማማዴዴረረግግ    

//  የየሰሰርርተተፉፉኬኬትት  ሰሰጪጪዎዎችች  አአጠጠቃቃሊሊይይ  አአሰሰራራርርናና  ዯዯህህንንነነትት  

በበሩሩትት  ሰሰርርተተፉፉኬኬትት  ባባሇሇስስሌሌጣጣኑኑ  በበማማንንኛኛውውምም  ጊጊዜዜ  

ኦኦዱዱትት  ሉሉዯዯረረግግ  ይይችችሊሊሌሌ፡፡፡፡  

  //  ሩሩትት  ሰሰርርተተፉፉኬኬትት  ባባሇሇስስሌሌጣጣኑኑ  የየዚዚህህ  አአንንቀቀጽጽ  ንንዑዑስስ  

አአንንቀቀጽጽ  (())  ዴዴንንጋጋጌጌ  ተተግግባባራራዊዊ  ሇሇማማዴዴረረግግ  

የየሚሚያያስስችችሌሌ  መመመመሪሪያያ  በበማማውውጣጣትት  ኦኦዱዱትት  

ሇሇሚሚከከናናወወንንባባቸቸውው  ሰሰርርተተፉፉኬኬትት  ሰሰጪጪዎዎችች  ያያሳሳውውቃቃሌሌ።።  

  

  

 

5/ The termination of the certification service shall 

have an effect from the date the Root Certificate 

Authority receives the license or on the laps of the 

date indicated in the written notice the certificate 

provider submitted in accordance with sub-article 

(1) of this Article.  

19. Lost License  

     1/Where a certificate provider has lost its license, it 

shall immediately notify the same to the Root 

Certificate Authority in writing.  

 

      2/The certificate provider shall submit an application 

for a replacement license accompanied by all 

documents as may be required by the Root 

Certificate Authority together with the prescribed 

fee.  

20. Recognition of Foreign Certificate Provider  

1/ A foreign certificate provider who has a license or 

recognition from appropriate body may be 

recognized by Root Certificate Authority so far as 

it satisfies recommended reliance limit and 

requirements provided under this Proclamation and 

regulations and directives issued in accordance 

with this Proclamation. 

2/ A certificate issued by a recognized foreign 

certificate provider in accordance with this sub-

article (1) of this Article shall have the same legal 

effect as the certificates issued by this 

Proclamation. 

21.Auditing  

1/ The overall operation and safety measures of 

certificate provider may be audited by the Root 

Certificate Authority at any time. 
 

2/ To implement sub-article (1) of this Article, the 

Root Certificate Authority shall issue a directive 

and notify the same to certificate providers subject 

to audit. 
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ክክፌፌሌሌ  አአራራትት  

ስስሇሇሰሰርርተተፉፉኬኬትት  ሰሰጪጪዎዎችች  እእናና    

  የየሰሰርርተተፉፉኬኬትት  አአገገሌሌግግልልትት  

ንንዑዑስስ    ክክፌፌሌሌ    አአንንዴዴ  

ስስሇሇሰሰርርተተፉፉኬኬትት  ሰሰጪጪዎዎችች  
  

  ፳፳፪፪..የየሰሰርርተተፉፉኬኬትት  ሰሰጪጪ  ተተግግባባራራትት  

  

    በበላላሊሊ  ሕሕግግ  ወወይይምም  በበተተሰሰጠጠውው  ፇፇቃቃዴዴ  ውውስስጥጥ  በበተተሇሇየየ  

መመሌሌኩኩ  ካካሌሌተተወወሰሰነነ  በበቀቀርር  ማማንንኛኛውውምም  ሰሰርርተተፉፉኬኬትት  ሰሰጪጪ  

ሇሇተተገገሌሌጋጋዮዮችች  የየዱዱጂጂታታሌሌ  ፉፉርርማማ  ሰሰርርተተፉፉኬኬትት፣፣  

የየምምስስጠጠራራ  አአገገሌሌግግልልትት    እእናና  የየጊጊዜዜ  ማማህህተተምም  

አአገገሌሌግግልልትት  ይይሰሰጣጣሌሌ።።  

፳፳፫፫..የየጊጊዜዜ  ማማህህተተምም  አአገገሌሌግግልልትት    

//  ሰሰርርተተፉፉኬኬትት  ሰሰጪጪ  አአንንዴዴንን  የየኤኤላላክክትትሮሮኒኒክክ  

መመሌሌዕዕክክትት፣፣  ዱዱጂጂታታሌሌ  ፉፉርርማማ  ወወይይምም  ሰሰርርተተፉፉኬኬትት  

ትትክክክክሇሇኛኛነነትት  እእናና  አአንንዴዴ  ተተግግባባርር  የየተተከከናናወወነነበበትትንን  

ትትክክክክሇሇኛኛ  ቀቀንንናና  ሰሰዓዓትት  የየሚሚሳሳይይ  የየጊጊዜዜ  ማማህህተተምም  

አአገገሌሌግግልልትት  ማማረረጋጋገገጫጫ  ሉሉሰሰጥጥ  ይይችችሊሊሌሌ።።  

//  የየዚዚህህ  አአንንቀቀጽጽ  ንንዑዑስስ  አአንንቀቀጽጽ  (())  ዴዴንንጋጋጌጌ  

እእንንዯዯተተጠጠበበቀቀ  ሆሆኖኖ  ሩሩትት  ሰሰርርተተፉፉኬኬትት  ባባሇሇስስሌሌጣጣኑኑ  

አአስስፇፇሊሊጊጊውውንን  መመስስፇፇርርቶቶችች  ሇሇሚሚያያሟሟለለ  ላላልልችች  

አአካካሊሊትት  የየጊጊዜዜ  ማማህህተተምም  አአገገሌሌግግልልትት  እእንንዱዱሰሰጡጡ  

እእውውቅቅናና  ሉሉሰሰጥጥ  ይይችችሊሊሌሌ።።  

//  ሩሩትት  ሰሰርርተተፉፉኬኬትት  ባባሇሇስስሌሌጣጣኑኑ  በበዚዚህህ  አአንንቀቀጽጽ  ንንዑዑስስ  

አአንንቀቀጽጽ  (())  እእናና  (())  መመሰሰረረትት  የየጊጊዜዜ  ማማህህተተምም  

አአገገሌሌግግልልትት  ሇሇመመስስጠጠትት  መመሟሟሊሊትት  የየሚሚገገባባቸቸውው  

ዝዝርርዝዝርር  መመስስፇፇርርቶቶችችናና  ስስታታንንዲዲርርድድችች  ያያዘዘጋጋጃጃሌሌ።።  

  
  

//  በበዚዚህህ  አአንንቀቀጽጽ  ንንዑዑስስ  አአንንቀቀጽጽ  (())  እእናና  (())  መመሰሰረረትት  

የየሚሚቀቀርርብብ  የየጊጊዜዜ  ማማህህተተምም  አአገገሌሌግግልልትት  ማማስስረረጃጃ  

እእምምነነትት  የየሚሚጣጣሌሌበበትት  እእናና  በበቂቂ  ማማስስረረጃጃ  ነነውው።።  

  

፳፳፬፬..ስስሇሇምምስስጠጠራራ  አአገገሌሌግግልልትት    

//  ማማንንኛኛውውምም  ሰሰርርተተፉፉኬኬትት  ሰሰጪጪ  ሩሩትት  ሰሰርርተተፉፉኬኬትት  

ባባሇሇስስሌሌጣጣኑኑ  በበሚሚያያወወጣጣውው  መመስስፇፇርርትት  መመሰሰረረትት  

የየምምስስጠጠራራ  አአገገሌሌግግልልትት  ሉሉሰሰጥጥ  ይይችችሊሊሌሌ።።  

//  ማማንንኛኛውውምም  ሰሰርርተተፉፉኬኬትት  ሰሰጪጪ  በበሩሩትት  ሰሰርርተተፉፉኬኬትት  

 

PART FOUR 

CERTIFICATE PROVIDERS AND 

CERTIFICATION SERVICE 
 

 SUB-SECTION  ONE 

CERTIFICATE PROVIDERS 
 

22. Functions of Certificate provider  

Unless otherwise provided any other under law or in 

the license, a certificate provider shall issue digital 

certificate, provide encryption service, and time stamp 

service.  

 

 
 

23. Time Stamp Service  
 

1/ Certificate provider may provide a time stamp 

service declaration that confirms the correct date 

and time of an act to a specific electronic 

message, digital signature or authenticity of a 

certificate. 
 

2/ Without prejudice sub-article (1) of this Article, 

Root Certificate Authority may recognize other 

bodies that satisfy the necessary requirements to 

provide time stamp service.  

 

3/ Root Certificate Authority shall prepare a detail 

requirement and standards needed to be satisfied 

in order to provide time stamp service in 

accordance with sub- article (1) and (2) of this 

Article.  
 

4/ Time stamp service evidence produced in 

accordance with sub-article (1) and (2) of this 

Article shall be taken as trusted and adequate 

evidence.  

24. Encryption Service  

1/ Any certificate provider may provide encryption 

service in accordance with the requirements set 

by the Root Certificate Authority.  
 

2/ No certificate provider shall utilize or 
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ባባሇሇስስሌሌጣጣኑኑ  እእውውቅቅናና  ያያሌሌተተሰሰጣጣቸቸውው  የየምምስስጠጠራራ  

ምምርርቶቶችች  መመጠጠቀቀምም  ወወይይምም  ማማምምረረትት  አአይይችችሌሌምም።።    

፳፳፭፭..ስስሇሇቁቁሌሌፌፌ  አአስስተተዲዲዯዯርር    

  

//  ዱዱጂጂታታሌሌ  ፉፉርርማማንን  ሇሇመመፌፌጠጠርርናና  ሇሇማማረረጋጋገገጥጥ  ጥጥቅቅምም  

ሊሊይይ  የየሚሚውውሇሇውውንን  ጥጥንንዴዴ  ቁቁሌሌፌፌ  ኤኤላላክክትትሮሮኒኒክክ  

መመሌሌዕዕክክቶቶችችንን  ሇሇመመመመስስጠጠርር  እእናና  የየተተመመሰሰጠጠሩሩትትንን  

ሇሇመመፌፌታታትት  ጥጥቅቅምም  ሊሊይይ  መመዋዋሌሌ  የየሇሇበበትትምም።።  

//  ማማንንኛኛውውምም  ሰሰርርተተፉፉኬኬትት  ሰሰጪጪ  የየተተገገሌሌጋጋዮዮችችንን  

የየዱዱጂጂታታሌሌ  ፉፉርርማማ  ምምስስጢጢራራዊዊ  ቁቁሌሌፌፌ  መመያያዝዝ  ወወይይምም  

ቅቅጂጂ  ማማስስቀቀረረትት  አአይይችችሌሌምም።።  

//  የየዚዚህህ  አአንንቀቀጽጽ  ንንዑዑስስ  አአንንቀቀጽጽ  (())  ዴዴንንጋጋጌጌ  

እእንንዯዯተተጠጠበበቀቀ  ሆሆኖኖ  ማማንንኛኛውውምም  ሰሰርርተተፉፉኬኬትት  ሰሰጪጪ  

የየተተገገሌሌጋጋዮዮችችንን  የየምምስስጠጠራራ  ቁቁሌሌፍፍችች  ቅቅጂጂ  የየመመያያዝዝ  

ወወይይምም  የየምምስስጠጠራራ  ቁቁሌሌፍፍችችንን  መመሌሌሶሶ  ማማግግኘኘትት  

የየሚሚያያስስችችሌሌ  ሥሥርርዓዓትት  የየመመዘዘርርጋጋትት  ግግዳዳታታ  አአሇሇበበትት።።  

//  በበዚዚህህ  አአንንቀቀጽጽ  ንንኡኡስስ  አአንንቀቀጽጽ  (())  መመሰሰረረትት  የየተተያያዘዘ  

የየምምስስጠጠራራ  ቁቁሌሌፌፌ  ይይፊፊ  ሉሉዯዯረረግግ  የየሚሚችችሇሇውው  

በበሚሚከከተተለለትት  አአካካሊሊትት  ሲሲጠጠየየቅቅ  ብብቻቻ  ይይሆሆናናሌሌ፤፤  

          ሀሀ))  ተተገገሌሌጋጋዩዩ  ወወይይምም  ሕሕጋጋዊዊ  ወወኪኪለለ  ጥጥያያቄቄ  

ሲሲያያቀቀርርብብ፤፤  ወወይይምም  

  ሇሇ))  አአግግባባብብ  ያያሊሊቸቸውው  ባባሇሇሥሥሌሌጣጣናናትት  የየሕሕግግ  ሥሥርርዓዓትትንን  

ተተከከትትልል  ከከፌፌርርዴዴ  ቤቤትት  በበሚሚገገኘኘ  ፇፇቃቃዴዴ  መመሰሰረረትት  

ጥጥያያቄቄ  ሲሲያያቀቀርርቡቡ።።  

፳፳፮፮..አአስስተተማማማማኝኝ  ሥሥርርዓዓትት  ስስሇሇመመጠጠቀቀምም    

//  ማማንንኛኛውውምም  ሰሰርርተተፉፉኬኬትት  ሰሰጪጪ  አአገገሌሌግግልልቶቶቹቹንን  

በበሚሚሰሰጥጥበበትት  ጊጊዜዜ  ሁሁለለ  ዯዯህህንንነነታታቸቸውው  የየተተጠጠበበቀቀናና  

አአስስተተማማማማኝኝ  ሥሥርርዓዓቶቶችችናና  ምምርርቶቶችች  የየመመጠጠቀቀምም  

ኃኃሊሊፉፉነነትት  አአሇሇበበትት።።  

//  ማማንንኛኛውውምም  ሰሰርርተተፉፉኬኬትት  ሰሰጪጪ  ከከሚሚሰሰጠጠውው  

አአገገሌሌግግልልትት  ጋጋርር  በበተተያያያያዘዘ  በበሶሶፌፌትት--ዌዌርርናና  በበሀሀርርዴዴ--

ዌዌርር  ምምርርቶቶችች  ወወይይምም  በበሥሥነነ--ሥሥርርዓዓቶቶችች  ሊሊይይ  

ማማንንኛኛውውምም  ሇሇውውጥጥ  ወወይይምም  ማማሻሻሻሻያያ  ሲሲያያዯዯርርግግ  ሇሇሩሩትት  

ሰሰርርተተፉፉኬኬትት  ባባሇሇሥሥሌሌጣጣንን  በበቅቅዴዴሚሚያያ  ማማሳሳወወቅቅ  

ይይኖኖርርበበታታሌሌ።።  

//  በበዚዚህህ  አአንንቀቀጽጽ  ንንዑዑስስ  አአንንቀቀጽጽ  (())  ሊሊይይ  ዯዯህህንንነነቱቱ  

manufacture crypto products that are not 

recognized by the Root Certificate Authority.  
[[ 

25. Key Management  
 

 

   1/ Key pairs used to create and verify digital 

signature shall not be used to encrypt and decrypt 

electronic messages.  

 

 2/ No certificate provider shall retain or hold copy of 

private key used to sign digital signature.  

 

 3/ Without prejudice sub-article (2) of this Article, 

any certificate provider shall retain the copy of 

subscribers’ encryption key or shall have key 

recovery system.  

 

 

4/ An encryption key retained in accordance with 

sub-article (3) of this Article may be disclosed only 

if requested by: 

 

a) subscriber or authorized agent; or  

 

b) appropriate authorities with judicial warrant 

obtained pursuant to relevant legal procedures. 

 

26. Use of Trustworthy System  

 

1/Any certificate provider shall have the 

responsibility to use secured and trustworthy 

systems and products at all times when it provides 

its service.  

 

2/ Any certificate provider shall notify the Root 

Certificate Authority prior to any changes or 

modifications to software and hardware products 

or procedures related to its services. 

 

 

3/ The details on secured and trustworthy systems 
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የየተተጠጠበበቀቀ  እእናና  አአስስተተማማማማኝኝ  ሥሥርርዓዓትትናና  ምምርርቶቶችችንን  

ዝዝርርዝዝርር  አአስስመመሌሌክክቶቶ  ይይህህንን  አአዋዋጅጅ  ተተከከትትሇሇውው  

በበሚሚወወጡጡ  ዯዯንንብብናና  መመመመሪሪያያ  የየሚሚወወሰሰንን  ይይሆሆናናሌሌ፡፡፡፡    
  

፳፳፯፯..አአስስተተማማማማኝኝ  የየፊፊይይናናንንስስ  አአቅቅምም  

ማማንንኛኛውውምም  ሰሰርርተተፉፉኬኬትት  ሰሰጪጪ  ሥሥራራዎዎቹቹንን  ሇሇማማከከናናወወንን  

የየሚሚያያስስችችሌሌ  እእናና  ሇሇሚሚኖኖረረውው  ማማንንኛኛውውምም  ተተጠጠያያቂቂነነትት  

መመሸሸፇፇንን  የየሚሚያያስስችችሌሌ  አአስስተተማማማማኝኝ  የየፊፊይይናናንንስስ  አአቅቅምም  

ሉሉኖኖረረውው  ይይገገባባሌሌ፤፤  ዝዝርርዝዝሩሩ  ይይህህንን  አአዋዋጅጅ  ተተከከትትልል  

በበሚሚወወጡጡ  ዯዯንንብብናና  መመመመሪሪያያዎዎችች  ይይወወሰሰናናሌሌ፡፡፡፡  

፳፳፰፰..ይይፊፊ  ስስሇሇማማዴዴረረግግ    
  

//  ማማንንኛኛውውምም  ሰሰርርተተፉፉኬኬትት  ሰሰጪጪ::--  

  

[[[[ሀሀ))  የየራራሱሱንን  ሰሰርርተተፉፉኬኬትት፣፣  የየሰሰርርተተፉፉኬኬትት  ፖፖሉሉሲሲ፣፣  

የየሰሰርርተተፉፉኬኬትት  አአሰሰጣጣጥጥ  ሥሥርርዓዓትት፣፣  ዯዯንንብብናና  ሁሁኔኔታታ  

እእናና  ከከሚሚሰሰጠጠውው  አአገገሌሌግግልልትት  ጋጋርር    የየተተያያያያዘዘ  

ማማንንኛኛውውምም    ላላሊሊ  መመረረጃጃ  ወወይይምም  በበእእነነዚዚህህ  ሊሊይይ  

የየሚሚዯዯረረጉጉ  ማማናናቸቸውውምም  ሇሇውውጦጦችች  ግግሌሌጽጽ  ወወይይምም  ይይፊፊ  

የየማማዴዴረረግግ፣፣  

ሇሇ))  በበሰሰረረዘዘውው  ወወይይምም  ባባገገዯዯውው  ሰሰርርተተፉፉኬኬትት  አአማማካካኝኝነነትት  

ጉጉዲዲትት  የየሚሚዯዯርርስስባባቸቸውው  ወወይይምም  ጉጉዲዲትት  

ሉሉዯዯርርስስባባቸቸውው  ይይችችሊሊሌሌ  ተተብብሇሇውው  የየሚሚገገመመቱቱ  

ሰሰዎዎችችንን  በበሰሰርርተተፉፉኬኬትት  አአሰሰጣጣጥጥ  መመግግሇሇጫጫውው  ሊሊይይ  

በበተተቀቀመመጡጡትት  ሥሥነነ--ሥሥርርዓዓቶቶችች  መመሰሰረረትት  

የየማማሳሳወወቅቅ፣፣  እእናና  

ሏሏ))  የየሥሥርርዓዓቱቱንን  አአስስተተማማማማኝኝነነትት  የየሚሚያያጓጓዴዴሌሌ  ወወይይምም  

ሰሰርርተተፉፉኬኬቱቱንን  ሇሇአአዯዯጋጋ  የየሚሚያያጋጋሌሌጥጥ  ሁሁኔኔታታ  

ሲሲያያጋጋጥጥምም  በበዚዚህህ  ምምክክንንያያትት  ጉጉዲዲትት  

ሇሇሚሚዯዯርርስስባባቸቸውው  ወወይይምም  ጉጉዲዲትት  ሉሉዯዯርርስስባባቸቸውው  

ይይችችሊሊሌሌ  ተተብብሇሇውው  ሇሇሚሚገገመመቱቱ  ሰሰዎዎችች  በበሰሰርርተተፉፉኬኬትት  

አአሰሰጣጣጥጥ  መመግግሇሇጫጫውው  ሊሊይይ  በበተተቀቀመመጡጡትት  ሥሥነነ--

ሥሥርርዓዓቶቶችች  መመሰሰረረትት  የየማማሳሳወወቅቅ፣፣  

ግግዳዳታታ  አአሇሇበበትት።።  

//  ማማንንኛኛውውምም  ሰሰርርተተፉፉኬኬትት  ሰሰጪጪ  በበዚዚህህ  አአዋዋጅጅ  

የየተተመመሇሇከከቱቱትት  መመረረጃጃዎዎችችንን  ሇሇሕሕዝዝብብ  ይይፊፊ  

የየሚሚዯዯረረግግበበትትናና  በበቀቀሊሊለለ  ተተዯዯራራሽሽ  የየሚሚሆሆንን  ሪሪፖፖዚዚቶቶሪሪ  

ሥሥርርዓዓትት  ማማዯዯራራጀጀትት  አአሇሇበበትት።።  

and products stated on sub-article (1) of this 

Article shall be prescribed on regulation and 

directives to be issued in accordance with this 

Proclamation.  

27. Reliable Financial Capacity  

Any certificate provider shall have sufficient 

financial capacity in order to conduct its function and 

to cover any liabilities; and details shall be prescribed 

on regulation and directives to be issued in 

accordance with this Proclamation.  

28. Publication   
 

 

1/Any certificate provider shall have the obligation 

to: 

a) publish or make public its own  certificate, 

certificate policy, certificate practice 

statement, terms and conditions and any other 

information related to the service it provides 

or any modifications made thereof;  
 

 

 

 

 

 

b) notify persons who will or might suffer 

damage due to the revoked or suspended 

certificate in accordance with the procedures 

provided in the certificate practice statement; 

and 

 

c) notify in accordance with the procedures 

provided in the certificate practice statement 

to persons who will or might suffer damage 

regarding incident that expose the certificate 

to danger or compromise the integrity of the 

system. 
 

 
 

 

2/ Any certificate provider shall establish easily 

accessible repository system for disclosing 

information stated in this Proclamation to the 

public. 
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//  የየዚዚህህ  አአንንቀቀጽጽ  ንንዑዑስስ  አአንንቀቀጽጽ  (())  እእናና  (())  

ዴዴንንጋጋጌጌዎዎችች  እእንንዯዯተተጠጠበበቁቁ  ሆሆነነውው  ሩሩትት  ሰሰርርተተፉፉኬኬትት  

ባባሇሇስስሌሌጣጣኑኑ  ይይህህንን  አአዋዋጅጅናና  አአዋዋጁጁንን  ተተከከትትሇሇውው  

የየሚሚወወጡጡ  ዯዯንንብብናና  መመመመሪሪያያዎዎችች  ሊሊይይ  የየተተመመሇሇከከቱቱ  

አአስስፇፇሊሊጊጊ  መመስስፇፇርርቶቶችች  ሇሇሚሚያያሟሟለለ  አአካካሊሊትት  

የየሪሪፖፖዚዚቶቶሪሪ  አአገገሌሌግግልልትት  እእንንዱዱሰሰጡጡ  እእውውቅቅናና  ሉሉሰሰጥጥ  

ይይችችሊሊሌሌ።።  

፳፳፱፱..ስስሇሇመመዝዝገገብብ  አአያያያያዝዝናና  ዲዲታታ  ጥጥበበቃቃ    

//  ማማንንኛኛውውምም  ሰሰርርተተፉፉኬኬትት  ሰሰጪጪ  የየሰሰርርተተፉፉኬኬትት  

መመስስጠጠትትንን፣፣  ማማገገዴዴንን፣፣  መመሰሰረረዝዝንን  ጨጨምምሮሮ  ከከሚሚሰሰጠጠውው  

አአገገሌሌግግልልትት  ጋጋርር  የየተተገገናናኙኙ  ማማናናቸቸውውምም  መመረረጃጃዎዎችች  

መመዝዝግግቦቦ  የየመመያያዝዝ  እእናና  ሇሇ፪፪  ዓዓመመትት  ጠጠብብቆቆ  ማማቆቆየየትት  

ይይኖኖርርበበታታሌሌ።።  

//  በበሕሕግግ  በበግግሌሌጽጽ  ካካሌሌተተዯዯነነገገገገ  በበስስተተቀቀርር  ማማንንኛኛውውምም  

ሰሰርርተተፉፉኬኬትት  ሰሰጪጪ  የየሚሚይይዛዛቸቸውው  የየተተገገሌሌጋጋይይ  የየግግሌሌ  

መመረረጃጃዎዎችች  በበሚሚስስጢጢርር  መመያያዝዝ  አአሇሇባባቸቸውው።።  

፴፴..በበወወኪኪሌሌ  ስስሇሇመመስስራራትት    

ማማንንኛኛውውምም  ሰሰርርተተፉፉኬኬትት  ሰሰጪጪ  ተተገገሌሌጋጋዮዮችችንን  

ከከመመመመዝዝገገብብ፣፣  ማማንንነነትት  ከከማማጣጣራራትትናና  የየመመረረጃጃዎዎችች  

ትትክክክክሇሇኛኛነነትትናና  አአግግባባብብነነትት  ከከማማረረጋጋገገጥጥ  ጋጋርር  ተተያያይይዞዞ  ያያለለ  

ስስራራዎዎችች  ሇሇሰሰነነዴዴ  መመዝዝጋጋቢቢ  እእናና  አአረረጋጋጋጋጭጭ  አአካካሊሊትት  

በበውውክክሌሌናና  ሉሉሰሰጥጥ  ይይችችሊሊሌሌ።።  

ንንዑዑስስ  ክክፌፌሌሌ  ሁሁሇሇትት  

ስስሇሇሰሰርርተተፉፉኬኬትት  አአገገሌሌግግልልትት  

፴፴፩፩..ሰሰርርተተፉፉኬኬትት  ሇሇማማግግኘኘትት  ስስሇሇሚሚቀቀርርብብ  ማማመመሌሌከከቻቻ    

//  ማማንንኛኛውውምም  ሰሰውው  በበዚዚህህ  አአዋዋጅጅናና  አአዋዋጁጁንን  ተተከከትትሇሇውው  

በበሚሚወወጡጡ  ዯዯንንብብናና  መመመመሪሪያያዎዎችች  የየተተመመሇሇቱቱትትንን  

መመስስፇፇርርቶቶችችናና  ሰሰርርተተፉፉኬኬትት  ሰሰጪጪውው  

የየሚሚያያስስቀቀምምጣጣቸቸውው  ዝዝርርዝዝርር  መመስስርርቶቶችችናና  ሁሁኔኔታታዎዎችች  

በበማማሟሟሊሊትት  ሰሰርርተተፉፉኬኬትት  እእንንዱዱሰሰጠጠውው  ሉሉያያመመሇሇክክትት  

ይይችችሊሊሌሌ።።  

//  ሰሰርርተተፉፉኬኬትት  ሰሰጪጪውው  በበዚዚህህ  አአንንቀቀጽጽ  ንንዑዑስስ  አአንንቀቀጽጽ  

(())  የየተተቀቀመመጡጡትት  መመስስፇፇርርቶቶችች  መመሟሟሊሊታታቸቸውውንን  

አአስስፇፇሊሊጊጊውው  መመጣጣራራትት  በበማማዴዴረረግግናና  ሇሇሚሚሰሰጣጣቸቸውው  

አአገገሌሌግግልልቶቶችች  በበሩሩትት  ሴሴርርተተፉፉኬኬትት  ባባሇሇሥሥሌሌጣጣንን  

የየጸጸዯዯቀቀውውንን  የየአአገገሌሌግግልልትት  ክክፌፌያያ  በበማማስስከከፇፇሌሌ  

3/ Without prejudice to sub-article (1) and (2) of this 

Article, Root Certificate Authority may recognize 

other bodies that satisfy requirements set forth 

under a regulation and directives issued in 

accordance with this Proclamation to provide 

repository service.  

 

29. Custody of Information and Data Protection  

1/ Any certificate provider shall keep custody of any 

information related to certificate issuance, 

suspension, revocation or related services for 2 

years. 

 

2/ Unless otherwise clearly expressed, each certificate 

provider shall keep personal information 

confidential.  

30. Delegation of Functions 

Any Certificate Authority may delegate its functions 

in relation to registration of subscribers; 

identification of prospect subscriber’s identity and 

ensuring the authenticity and appropriateness of 

information to document registration and 

authentication bodies. 

SUB -SECTION TWO 

CERTIFICATION SERVICE 
 

31. Application for Certificate  

1/ Any person may apply to acquire certificate upon 

satisfying requirements provided under this 

Proclamation and regulation and directives issued 

in accordance with this Proclamation and detailed 

terms and conditions set by the certificate provider. 

 

2/ Certificate provider shall provide certificate after 

examining and ensuring that the required 

conditions provided under sub-article (1) of this 

Article are satisfied and appropriate service fees 

approved by the Root Certificate Authority are 
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ሇሇአአመመሌሌካካቾቾችች  ሰሰርርተተፉፉኬኬትት  ይይሰሰጣጣሌሌ።።  
  

፴፴፪፪..ሰሰርርተተፉፉኬኬትት  አአሰሰጣጣጥጥ  ቅቅዴዴመመ  ሁሁኔኔታታዎዎችች    

  

//  ሰሰርርተተፉፉኬኬትት  ሰሰጪጪውው  በበዚዚህህ  አአዋዋጅጅ  አአንንቀቀጽጽ  ፴፴፩፩  (())  

መመሰሰረረትት  ሇሇአአመመሌሌካካቾቾችች  ሰሰርርተተፉፉኬኬትት  መመስስጠጠትት  

የየሚሚችችሇሇውው  የየሚሚከከተተለለትት  ቅቅዴዴመመ  ሁሁኔኔታታዎዎችች  

መመሟሟሊሊታታቸቸውውንን  ማማረረጋጋገገጥጥ  ሲሲችችሌሌ  ብብቻቻ  ነነውው::--  

ሀሀ))  በበሰሰርርተተፌፌኬኬቱቱ  ሊሊይይ  ስስሙሙ  የየሚሚሰሰፌፌረረውው  ሰሰውው    

አአመመሌሌካካቹቹ  ስስሇሇመመሆሆኑኑ፤፤  

ሇሇ))  አአመመሌሌካካቹቹ  በበወወኪኪሌሌ  አአማማካካኝኝነነትት  የየሚሚንንቀቀሳሳቀቀስስ  

ከከሆሆነነ  ወወኪኪለለ  የየተተገገሌሌጋጋዩዩንን  ምምስስጢጢራራዊዊ  ቁቁሌሌፌፌ  

እእንንዱዱይይዝዝ  እእናና  ሰሰርርተተፉፉኬኬትት  እእንንዱዱሰሰጠጠውው  

ሇሇመመጠጠየየቅቅ  የየሚሚያያስስችችሌሌ  አአግግባባብብ  ያያሇሇውው  የየውውክክሌሌናና  

ሥሥሌሌጣጣንን  ያያሇሇውው  ስስሇሇመመሆሆኑኑ፤፤  

ሏሏ))  በበሰሰርርተተፌፌኬኬቱቱ  ሊሊይይ  የየሚሚሰሰፌፌረረውው  መመረረጃጃ  ትትክክክክሇሇኛኛ    

እእናና  የየተተሟሟሊሊ  ስስሇሇመመሆሆኑኑ፤፤  

መመ))  አአመመሌሌካካችች  በበሰሰርርተተፉፉኬኬቱቱ  ሊሊይይ  ከከሚሚሰሰፌፌረረውው  

ይይፊፊዊዊ  ቁቁሌሌፌፌ  ጋጋርር  የየሚሚናናበበብብ  ምምስስጢጢራራዊዊ  ቁቁሌሌፌፌ  

በበባባሇሇቤቤትትነነትት  የየያያዘዘ  ስስሇሇመመሆሆኑኑ፤፤  እእናና  

ሠሠ))  በበሰሰርርተተፉፉኬኬቱቱ  ሊሊይይ  የየሰሰፇፇረረውው  ይይፊፊዊዊ  ቁቁሌሌፌፌ  

በበአአመመሌሌካካችች  ባባሇሇቤቤትትነነትት  የየተተያያዘዘውውንን  ምምስስጢጢራራዊዊ  

ቁቁሌሌፌፌ  በበመመጠጠቀቀምም  የየተተፇፇጠጠረረንን  ዱዱጂጂታታሌሌ  ፉፉርርማማ  

ማማረረጋጋገገጥጥ  የየሚሚያያስስችችሌሌ  ስስሇሇመመሆሆኑኑ።።  

//  በበዚዚህህ  አአንንቀቀጽጽ  ንንኡኡስስ  አአንንቀቀጽጽ  (())  ሊሊይይ  የየተተመመሇሇከከቱቱትት  

ቅቅዴዴመመ  ሁሁኔኔታታዎዎችች  በበሰሰርርተተፉፉኬኬትት  ሰሰጪጪውው  ወወይይምም  

በበተተገገሌሌጋጋዩዩ  ወወይይምም  በበሁሁሇሇቱቱ  የየጋጋራራ  ስስምምምምነነትት  ቀቀሪሪ  

ማማዴዴረረግግ  አአይይቻቻሌሌምም፡፡፡፡    

፴፴፫፫..የየሰሰርርተተፉፉኬኬትት  ይይዘዘትት    

//  ማማንንኛኛውውምም  ሰሰርርተተፉፉኬኬትት  ቢቢያያንንስስ  የየሚሚከከተተለለትትንን  

መመረረጃጃዎዎችች  አአካካትትቶቶ  መመያያዝዝ  ይይኖኖርርበበታታሌሌ::--  

ሀሀ))  የየተተገገሌሌጋጋይይ  ስስምምናና  አአዴዴራራሻሻ፤፤  

ሇሇ))  ተተገገሌሌጋጋዩዩንን  ሉሉገገሌሌጹጹ  የየሚሚችችለለ  ላላልልችች  መመሇሇያያዎዎችች  

ወወይይምም  ግግሇሇሰሰባባዊዊ  መመረረጃጃዎዎችች፤፤  

ሏሏ))  ከከተተገገሌሌጋጋዩዩ  ምምስስጢጢራራዊዊ  ቁቁሌሌፌፌ  ጋጋርር  የየሚሚናናበበብብ  

ይይፊፊዊዊ  ቁቁሌሌፌፌ፤፤  

መመ))  የየሰሰርርተተፉፉኬኬትት  ሰሰጪጪውው  ዱዱጅጅታታሌሌ  ፉፉርርማማ፤፤  

ሠሠ))  የየሰሰርርተተፌፌኬኬቱቱ  ሌሌዩዩ  መመሇሇያያ  ቁቁጥጥርር፤፤  

paid for its service.   
 

32.  Pre-requisites to Provide Certificate  

 

1/ Certificate provider may issue certificate for 

applicants in accordance with sub-article (2) of 

Article 31 of this Proclamation only when it 

verifies the following preconditions are met: 
 

    a) the applicant is the person to be named in the 

certificate; 

    b) if the applicant is acting as an agent that he is 

duly authorized to have the custody of the 

subscriber’s private key and to request 

issuance of a certificate; 

 

c)  the information to be contained in the 

certificate is accurate and adequate; 

d)   d) the applicant owned private key which 

corresponds with public key to be listed in 

the certificate; and  

   e) the corresponding public key to be listed in 

the certificate is capable to verify the digital 

signature created by the applicant private 

key. 

 

2/ The preconditions of sub-article (l) of this Article 

shall not be waived or renounced by the 

certificate provider, the subscriber, or by the 

agreement of both. 
 

33. Contents of Certificate  

   1/ Any certificate shall at least contain the following 

information:  
 

a) name and address of subscriber;  
 

b) personal information or other specific 

attributes of the subscriber; 

c) public key which corresponds to the private 

key of the subscriber; 
 

d) the digital signature of the certificate provider; 

e) the certificate identification code, 
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ረረ))  አአገገሌሌግግልልትት  ሊሊይይ  የየዋዋሇሇውው  የየስስሌሌተተ--ቀቀመመርር  ዓዓይይነነትት፤፤  

ሰሰ))  ሰሰርርተተፌፌኬኬቱቱ  ፀፀንንቶቶ  የየሚሚቆቆይይበበትት  ጊጊዜዜ፤፤  

ሸሸ))  የየሰሰርርተተፉፉኬኬትት  ሰሰጪጪውው  ስስምም፣፣  አአዴዴራራሻሻናና  ሰሰርርተተፉፉኬኬትት  

ሰሰጪጪውውንን  ማማንንነነትት  ማማረረጋጋገገጥጥ  የየሚሚያያስስችችለለ  ላላልልችች  

መመረረጃጃዎዎችች፤፤  

ቀቀ))  የየሰሰርርተተፌፌኬኬቱቱ  መመተተማማመመኛኛ  ገገዯዯብብ፤፤  እእናና  

  

በበ))  የየሰሰርርተተፌፌኬኬቱቱ  አአገገሌሌግግልልትት  ዓዓይይነነትት፡፡፡፡  

  
  

//  የየዚዚህህ  አአንንቀቀጽጽ  ንንዑዑስስ  አአንንቀቀጽጽ  (())  ዴዴንንጋጋጌጌ  

እእንንዯዯተተጠጠበበቀቀ  ሆሆኖኖ  ሩሩትት  ሰሰርርተተፉፉኬኬትት  ባባሇሇስስሌሌጣጣንን  

በበሚሚያያወወጣጣውው  መመመመሪሪያያ  መመሰሰረረትት  በበሰሰርርተተፉፉኬኬትት  ውውስስጥጥ  

መመካካተተትት  የየሚሚገገባባቸቸውውንን  ተተጨጨማማሪሪ  መመረረጃጃዎዎችች  ሉሉወወስስንን  

ይይችችሊሊሌሌ።።  

፴፴፬፬..ሰሰርርተተፉፉኬኬትት  እእንንዱዱሰሰረረዝዝ  ወወይይምም  እእንንዱዱታታገገዴዴ  ስስሇሇመመጠጠየየቅቅ  

    

//  ማማንንኛኛውውምም  ተተገገሌሌጋጋይይ  ሰሰርርተተፉፉኬኬቱቱ  እእንንዱዱታታገገዴዴ  

ወወይይምም  እእንንዱዱሰሰረረዝዝ  በበራራሱሱ  ወወይይምም  በበሕሕጋጋዊዊ  ወወኪኪለለ  

አአማማካካኝኝነነትት  በበማማንንኛኛውውምም  ጊጊዜዜ  ሰሰርርተተፉፉኬኬትት  ሰሰጪጪውውንን  

ሉሉጠጠይይቅቅ  ይይችችሊሊሌሌ።።  

//  ሰሰርርተተፉፉኬኬትት  ሰሰጪጪውው  በበዚዚህህ  አአንንቀቀጽጽ  ንንኡኡስስ  አአንንቀቀጽጽ  

(())  መመሠሠረረትት  ጥጥያያቄቄ  ያያቀቀረረበበውው  ሰሰውው  በበሰሰርርተተፉፉኬኬቱቱ  

ሊሊይይ  ስስሙሙ  የየሰሰፇፇረረውው  ተተገገሌሌጋጋይይ  ወወይይምም  ይይህህንንኑኑ  

የየመመጠጠየየቅቅ  ሥሥሌሌጣጣንን  የየተተሰሰጠጠውው  ሕሕጋጋዊዊ  ወወኪኪሌሌ  መመሆሆኑኑንን  

በበማማረረጋጋገገጥጥ  በበ4488  ሰሰዓዓትት  ውውስስጥጥ  ሰሰርርተተፉፉኬኬቱቱንን  ማማገገዴዴ  

ወወይይምም  መመሰሰረረዝዝ  አአሇሇበበትት።።  

፴፴፭፭..ከከተተገገሌሌጋጋዩዩ  ፇፇቃቃዴዴ  ውውጭጭ  ሰሰርርተተፉፉኬኬትት  ስስሇሇማማገገዴዴ  ወወይይምም  

ስስሇሇመመሰሰረረዝዝ    

//  ሰሰርርተተፉፉኬኬትት  ሰሰጪጪውው  የየሚሚከከተተለለትት  ምምክክንንያያቶቶችች  

ሲሲያያጋጋጥጥሙሙ  የየተተገገሌሌጋጋዩዩንን  ስስምምምምነነትት  ሳሳይይጠጠይይቅቅ  

ሰሰርርተተፉፉኬኬቱቱንን  ሉሉሰሰርርዝዝ  ይይችችሊሊሌሌ::--  

ሀሀ))  በበሰሰርርተተፌፌኬኬቱቱ  ሊሊይይ  የየሰሰፇፇረረውው  መመረረጃጃ  ሀሀሰሰትት  ሆሆኖኖ  

ሲሲገገኝኝ፤፤  

ሇሇ))  ሰሰርርተተፌፌኬኬቱቱ  የየተተሰሰጠጠውው  የየሰሰርርተተፉፉኬኬትት  አአሰሰጣጣጥጥ  

መመሥሥፇፇርርትት  ወወይይምም  ቅቅዴዴመመ  ሁሁኔኔታታዎዎችች  ያያሊሊሟሟሊሊ  

ሆሆኖኖ  ሲሲገገኝኝ፤፤  

ሏሏ))  የየሰሰርርተተፉፉኬኬትት  ሰሰጪጪውው  ምምስስጢጢራራዊዊ  ቁቁሌሌፌፌ  ወወይይምም  

f) the type of algorism used; 
 

g) the validity period of the certificate; 
 

h) the name and address of the certificate provider 

and other information that verify the certificate 

provider;  
 

   i) recommended reliance limits of the certificate; 

and 

  j) the type of transactions the certificate can be 

used. 

 2/ Without prejudice to sub-article (1) of this Article, 

the Root Certificate Authority may determine in 

directive additional information to be included in 

the certificate. 

 

34.Request for Revocation or Suspension of 

Certificate  

     1/ Any subscriber or his duly authorized agent may 

request the certificate provider for the revocation 

or suspension of a certificate at any times. 

 

    2/ Certificate provider shall suspend or revoke the 

certificate within 48 hours after it verifies the 

person that requested in accordance with sub-

article (1) of this Article is the subscriber named 

in the certificate or a person duly authorized.  

 

35.Suspension and Revocation of Certificate without 

Subscriber Consent  
 

1/ Certificate provider may revoke a certificate 

without requesting subscriber’s consent where: 

 

a) a material fact represented in the certificate is 

false;  

b) the certificate was issued without complying 

with the prerequisites of certificate practice 

statement; 
 

c) the private key of certificate provider or 

10201 

 
፲ሺ፻ 
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የየሥሥርርዓዓቱቱ  አአስስተተማማማማኝኝነነትት  የየሰሰርርተተፉፉኬኬቱቱንን  

ተተአአማማኒኒነነትት  በበሚሚያያሳሳጣጣ  መመሌሌኩኩ  ተተጋጋሊሊጭጭ  ሆሆኖኖ  

ሲሲገገኝኝ፤፤  

መመ))  የየተተገገሌሌጋጋዩዩንን  መመሞሞትት  ወወይይምም  መመፌፌረረስስ  የየሚሚገገሌሌጽጽ  

የየተተረረጋጋገገጠጠ  ሰሰርርተተፉፉኬኬትት  ሲሲቀቀርርብብ  ወወይይምም  በበላላልልችች  

ሰሰነነድድችች  ሲሲረረጋጋገገጥጥ፤፤  

ሠሠ))  ተተገገሌሌጋጋዩዩ  በበውውሌሌ  ወወይይምም  በበሕሕግግ  የየተተጣጣሇሇበበትትንን  

ግግዳዳታታ  ሳሳይይወወጣጣ  ሲሲቀቀርር፣፣  ወወይይምም  

ረረ))  ተተገገሌሌጋጋዩዩ  በበላላሊሊ  ማማንንኛኛውውምም  ምምክክንንያያትት  

አአገገሌሌግግልልትት  የየማማግግኘኘትት  ችችልልታታውውንን  ሲሲያያጣጣ።።  
  

//  ሰሰርርተተፉፉኬኬትት  ሰሰጪጪውው  በበዚዚህህ  አአንንቀቀጽጽ  ንንኡኡስስ  አአንንቀቀጽጽ  (())  

የየተተቀቀመመጡጡትትንን  ምምክክንንያያቶቶችች  ሇሇማማጣጣራራትት  የየተተገገሌሌጋጋይይንን  

ሰሰርርተተፉፉኬኬትት  ከከስስዴዴስስትት  ወወራራትት  ሊሊሌሌበበሇሇጠጠ  ጊጊዜዜ  ታታግግድድ  

እእንንዱዱቆቆይይ  ማማዴዴረረግግ  ይይችችሊሊሌሌ።።  

//  በበዚዚህህ  አአንንቀቀጽጽ  ንንዑዑስስ  አአንንቀቀጽጽ  (())  በበተተቀቀመመጡጡትት  

ምምክክንንያያቶቶችች  መመሰሰረረትት  ሰሰርርተተፉፉኬኬትት  ሰሰጪጪውው  

አአስስፇፇሊሊጊጊውውንን  የየማማገገዴዴ  ወወይይምም  የየመመሰሰረረዝዝ  እእርርምምጃጃ  

ካካሌሌሰሰወወዯዯ  እእናና  ይይህህምም  በበሰሰርርተተፉፉኬኬቱቱ  ሊሊይይ  የየሚሚተተማማመመኑኑ  

ሰሰዎዎችችንን  ሇሇአአዯዯጋጋ  የየሚሚያያጋጋሌሌጥጥ  መመሆሆኑኑንን  ሲሲያያምምንን  ሩሩትት  

ሰሰርርተተፉፉኬኬትት  ባባሇሇስስሌሌጣጣኑኑ  የየተተገገሌሌጋጋይይንን  ሰሰርርተተፉፉኬኬትት  

እእንንዱዱታታገገዴዴ  ወወይይምም  እእንንዱዱሰሰረረዝዝ  ሰሰርርተተፉፉኬኬትት  

ሰሰጪጪውውንን  ሉሉያያዝዝ  ይይችችሊሊሌሌ።።  

፴፴፮፮..የየታታገገዯዯ  ወወይይምም  የየተተሰሰረረዘዘ  ሰሰርርተተፉፉኬኬትትንን  ስስሇሇማማሳሳወወቅቅ    
  

//  ሰሰርርተተፉፉኬኬትት  ሰሰጪጪውው  በበዚዚህህ  አአዋዋጅጅ  መመሰሰረረትት  

የየተተገገሌሌጋጋይይንን  ሰሰርርተተፉፉኬኬትት  ሲሲያያግግዴዴ  ወወይይምም  ሲሲሰሰርርዝዝ  

ምምክክንንያያቱቱንን  በበመመጥጥቀቀስስ  ወወዱዱያያውውኑኑ  ሇሇተተገገሌሌጋጋዩዩ  

በበሰሰርርተተፉፉኬኬትት  አአሰሰጣጣጥጥ  መመግግሇሇጫጫውው  ሊሊይይ  በበተተቀቀመመጡጡትት  

ሥሥነነ--ሥሥርርዓዓቶቶችች  መመሰሰረረትት  ማማስስታታወወቅቅ  ይይኖኖርርበበታታሌሌ፡፡፡፡    
  

//  የየተተገገሌሌጋጋይይ  ሰሰርርተተፉፉኬኬትት  በበዚዚህህ  አአዋዋጅጅ  መመሠሠረረትት  የየታታገገዯዯ  

እእንንዯዯሆሆነነ  ሰሰርርተተፉፉኬኬትት  ሰሰጪጪውው  በበእእግግዴዴ  የየሚሚቆቆይይበበትትንን  

ጊጊዜዜ  በበማማስስታታወወቂቂያያውው  ሊሊይይ  በበግግሌሌጽጽ  ማማስስቀቀመመጥጥ  

ይይኖኖርርበበታታሌሌ፡፡፡፡  
  

፴፴፯፯..ሰሰርርተተፉፉኬኬትትንን  ይይፊፊ  ማማዴዴረረግግ    

//  ማማንንኛኛውውምም  ሰሰርርተተፉፉኬኬትት  ሰሰጪጪ  የየሰሰጠጠውውንን፣፣  የየሰሰረረዘዘውውንን  

ወወይይምም  ያያገገዯዯውውንን  የየተተገገሌሌጋጋይይ  ሰሰርርተተፉፉኬኬትት  ቅቅጂጂ  

በበሰሰርርተተፉፉኬኬቱቱ  ሊሊይይ  በበተተመመሇሇከከተተውው  ሪሪፖፖዚዚቶቶሪሪ  ይይፊፊ  

the trustworthiness of the system is 

compromised in a manner affecting the 

certificate's reliability; 

d) it is proved through certificate or other 

document the death or dissolution of the 

subscriber; 
 

e) the subscriber fails to perform obligations 

laid down by law or contract; or 

f) the subscriber lacks capability for any 

other reasons. 
 

2/ The certificate provider may suspend for not more 

than six months the subscriber’s certificate in order 

to investigate the presence of any of the grounds 

provided under sub article (1) of this Article. 

  

3/ Where the certificate provider fails to take 

measures on the grounds provided under sub-

article (1) of this Article and that the situation 

exposes for damage relying parties, the Root 

Certificate Authority may order the certificate 

provider to suspend or revoke the certificate.  

 
 

 

36.Notification of Suspended or Revoked Certificate  
 

1/ Where a certificate provider suspends or revokes 

the certificate in accordance with this 

Proclamation, it shall immediately notify the 

subscriber and describe its reason as prescribed in 

the certificate practice statement.  

 

2/ Where the certificate of a subscriber is suspended 

in accordance with this Proclamation, the 

certificate provider shall clearly specify the 

duration of the suspension.  
 

37. Publication of Certificate  
 

1/ Any certificate provider shall make public a copy 

of a certificate it issued, suspended or revoked in 

the repository specified in the certificate. 
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ማማዴዴረረግግ  አአሇሇበበትት፡፡፡፡  

//  ሰሰርርተተፉፉኬኬትት  ሰሰጪጪውው  በበዚዚህህ  አአዋዋጅጅ  አአንንቀቀጽጽ  

፵፵መመሰሰረረትት  በበተተገገሌሌጋጋይይ  ተተቀቀባባይይነነትት  ያያሊሊገገኘኘንን  

ሰሰርርተተፉፉኬኬትት  ይይፊፊ  ያያሇሇማማዴዴረረግግ  ወወይይምም  በበተተገገሌሌጋጋዩዩ  

ተተቀቀባባይይነነትት  ሳሳያያገገኝኝ  ይይፊፊ  የየተተዯዯረረገገንን  ሰሰርርተተፉፉኬኬትት  

ወወዴዴያያውውኑኑ  የየማማስስወወገገዴዴ  ግግዳዳታታ  አአሇሇበበትት።።  

፴፴፰፰..የየሰሰርርተተፉፉኬኬትት  መመታታገገዴዴ  ወወይይምም  መመሰሰረረዝዝ  ውውጤጤትት  

    

//  ማማንንኛኛውውምም  ተተገገሌሌጋጋይይ  የየታታገገዯዯ  ወወይይምም  የየተተሰሰረረዘዘ  

ሰሰርርተተፉፉኬኬትት  መመጠጠቀቀምም  አአይይችችሌሌምም፡፡፡፡  

//  የየሰሰርርተተፉፉኬኬትት  መመታታገገዴዴ  በበዚዚህህ  አአዋዋጅጅ  አአንንቀቀጽጽ  ፵፵  

ሊሊይይ  የየተተመመሇሇከከተተውውንን  የየተተገገሌሌጋጋይይ  ግግዳዳታታ  ቀቀሪሪ  

አአያያዯዯርርገገውውምም።።  

//  የየተተሰሰረረዘዘውው  ሰሰርርተተፉፉኬኬትት  በበዚዚህህ  አአዋዋጅጅ  አአንንቀቀጽጽ  ፴፴፯፯  

(())  መመሰሰረረትት  ይይፊፊ  የየተተዯዯረረገገ  እእንንዯዯሆሆነነ  ወወይይምም  

ተተገገሌሌጋጋዩዩ  ሰሰርርተተፉፉኬኬቱቱንን  እእንንዱዱሰሰረረዝዝ  ሇሇሰሰርርተተፉፉኬኬትት  

ሰሰጪጪውው  ጥጥያያቄቄ  አአቅቅርርቦቦ  ፵፵  ሰሰዓዓታታትት  ያያሇሇፇፇ  እእንንዯዯሆሆነነ  

በበዚዚህህ  አአዋዋጅጅ  አአንንቀቀጽጽ  ፵፵  ንንዑዑስስ  አአንንቀቀጽጽ  (())  እእናና  

አአንንቀቀጽጽ  ፵፵  ሊሊይይ  የየተተመመሇሇከከቱቱትትንን  የየተተገገሌሌጋጋዩዩ  

ግግዳዳታታዎዎችች  ቀቀሪሪ  ይይሆሆናናለለ።።  

፴፴፱፱..የየታታገገዯዯንን  ሰሰርርተተፉፉኬኬትት  ወወዯዯ  ሥሥራራ  ስስሇሇመመመመሇሇስስ    
  

ሰሰርርተተፉፉኬኬትት  ሰሰጪጪውው  የየሚሚከከተተለለትት  ምምክክንንያያቶቶችች  ሲሲኖኖሩሩ  

በበተተገገሌሌጋጋይይ  ሰሰርርተተፉፉኬኬትት  ሊሊይይ  የየጣጣሇሇውውንን  እእገገዲዲ  ማማንንሳሳትት  

አአሇሇበበትት::--  

//  ሰሰርርተተፉፉኬኬቱቱ  እእንንዱዱታታገገዴዴ  የየጠጠየየቀቀውው  ተተገገሌሌጋጋይይ  ወወይይምም  

ወወኪኪሌሌ  እእግግደደ  እእንንዱዱነነሳሳሇሇትት  የየጠጠየየቀቀ  እእንንዯዯሆሆነነ፤፤  

//  ሰሰርርተተፉፉኬኬቱቱ  እእንንዱዱታታገገዴዴ  ጥጥያያቄቄ  ያያቀቀረረበበውው  ሰሰውው  ተተገገቢቢ  

ሥሥሌሌጣጣንን  የየላላሇሇውው  መመሆሆኑኑንን  ሲሲረረጋጋገገጥጥ፤፤  ወወይይምም  

//  ሇሇሰሰርርተተፌፌኬኬቱቱ  ዕዕገገዲዲ  ምምክክንንያያትት  የየሆሆነነውው  ጉጉዲዲይይ  የየተተፇፇታታ  

እእንንዯዯሆሆነነ፡፡፡፡    
  

ንንዑዑስስ  ክክፌፌሌሌ  ሦሦስስትት  

የየሰሰርርተተፉፉኬኬትት  ሰሰጪጪዎዎችች  ግግዳዳታታ  እእናና  ተተጠጠያያቂቂነነትት  
  

፵፵..ዋዋስስትትናና  ስስሇሇመመስስጠጠትት    

  

//  ማማንንኛኛውውምም  ሰሰርርተተፉፉኬኬትት  ሰሰጪጪ  በበሚሚከከተተለለትት  ጉጉዲዲዮዮችች  

ሊሊይይ  ሇሇተተገገሌሌጋጋዩዩ  እእናና  በበሰሰርርተተፉፉኬኬቱቱ  ሊሊይይ  ሇሇሚሚተተማማመመንን  

ሰሰውው  ዋዋስስትትናና  መመስስጠጠትት  አአሇሇበበትት::--  

 

2/ The certificate provider may not make public a 

certificate not accepted by the subscriber or where 

it has already made public the certificate that the 

subscriber does not accept in accordance with 

Article 46 of this Proclamation, it shall remove its 

publicity forthwith. 

38. Effect of Suspension and Revocation of Certificate 
 

     1/ No subscriber shall use a suspended or revoked 

certificate. 
 

      2/ The suspension of a certificate does not exempt 

subscriber from its obligation provided under 

Article 47 of this Proclamation.  

 

      3/ If a revoked certificate is made public in 

accordance with Article 37 (1) of this 

Proclamation or if 48 hours is lapsed after the 

subscriber requests for revocation of a 

certificate, the subscriber shall be exempted 

from the obligations stipulated under Article 

46(2) and Article 47 of this Proclamation.  
 

39. Withdrawal of Suspension  
 

A certificate provider shall withdraw the suspension 

of a certificate under the following grounds if: 

 

1/ the subscriber or his agent requests for the 

withdrawal of the suspension 
 

2/ it is proved that the person who requested the 

suspension was not duly authorized; 

3/ it is proved that the ground for the suspension of 

certificate is solved. 
 

‹ 

SUB-SECTION THREE 
 

LIABILITY AND OBLIGATION OF 

CERTIFICATE PROVIDER 
 

40. Provision of Warranty  

1/ A certificate provider shall provide 

warranty to its subscriber and relying 

parties on the following matters: 
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  ሀሀ))  በበሰሰርርተተፉፉኬኬቱቱ  ሊሊይይ  የየሰሰፇፇሩሩ  መመረረጃጃዎዎችች  ትትክክክክሌሌ  እእናና  

በበሰሰርርተተፉፉኬኬትት  ሰሰጪጪውው  የየተተረረጋጋገገጡጡ  ስስሇሇመመሆሆናናቸቸውው፣፣  

  

ሇሇ))  ሰሰርርተተፉፉኬኬቱቱ  በበዚዚህህ  አአዋዋጅጅናና  በበአአዋዋጁጁ  መመሠሠረረትት  

በበወወጡጡ  ዯዯንንቦቦችችናና  መመመመሪሪያያዎዎችች  በበተተቀቀመመጡጡ  

መመስስፇፇርርቶቶችች  በበሚሚጣጣጣጣምም  መመሌሌኩኩ  የየተተሰሰጠጠ  

ስስሇሇመመሆሆኑኑ፣፣  እእናና  

  

ሏሏ))ሰሰርርተተፌፌኬኬቱቱንን  ሇሇመመስስጠጠትት  ሙሙለለ  ሥሥሌሌጣጣንን  ያያሇሇውው  

ስስሇሇመመሆሆኑኑ።።  

//  የየዚዚህህ  አአንንቀቀጽጽ  ንንኡኡስስ  አአንንቀቀጽጽ  (())  ዴዴንንጋጋጌጌ  

እእንንዯዯተተጠጠበበቀቀ  ሆሆኖኖ  ማማንንኛኛውውምም  ሰሰርርተተፉፉኬኬትት  ሰሰጪጪ  

የየሰሰጠጠውው  ሰሰርርተተፉፉኬኬትት  የየፀፀናና  እእናና  በበተተገገሌሌጋጋዩዩ  ተተቀቀባባይይነነትት  

ያያገገኘኘ  ስስሇሇመመሆሆኑኑ  በበሰሰርርተተፉፉኬኬቱቱ  ሊሊይይ  ሇሇሚሚተተማማመመንን  ሰሰውው  

ማማረረጋጋገገጫጫ  ይይሰሰጣጣሌሌ።።  
  

//  ሰሰርርተተፉፉኬኬትት  ሰሰጪጪውው  በበዚዚህህ  አአንንቀቀጽጽ  ንንኡኡስስ  አአንንቀቀጽጽ  (())  

እእናና  ንንዑዑስስ  አአንንቀቀጽጽ  (())  ሊሊይይ  የየተተዯዯነነገገጉጉትትንን  ኃኃሊሊፉፉነነቶቶችች  

በበማማንንኛኛውውምም  መመሌሌኩኩ  ቀቀሪሪ  ማማዴዴረረግግ  ወወይይምም  መመገገዯዯብብ  

አአይይችችሌሌምም፡፡፡፡    

፵፵፩፩..ዯዯንንብብናና  ሁሁኔኔታታዎዎችችንን  አአስስቀቀዴዴሞሞ  ስስሇሇማማሳሳወወቅቅ  

//  ማማንንኛኛውውምም  ሰሰርርተተፉፉኬኬትት  ሰሰጪጪ  ከከተተገገሌሌጋጋዮዮችች  ጋጋርር  

የየውውሌሌ  ስስምምምምነነትት  ከከመመፇፇፀፀሙሙ  በበፉፉትት  ከከሰሰርርተተፉፉኬኬትት  

አአገገሌሌግግልልትት  ጋጋርር  በበተተያያያያዘዘ  ያያለለትት  የየአአጠጠቃቃቀቀምም  

ሁሁኔኔታታዎዎችችናና  ገገዯዯቦቦችችንን  ወወጥጥናና  ግግሌሌጽጽ  በበሆሆነነ  መመንንገገዴዴ  

ሇሇተተገገሌሌጋጋዮዮችች  የየማማሳሳወወቅቅ  ግግዳዳታታ  አአሇሇበበትት።።    

//  ማማንንኛኛውውምም  ሰሰርርተተፉፉኬኬትት  ሰሰጪጪ  ሇሇሚሚሰሰጣጣቸቸውው  

አአገገሌሌግግልልቶቶችች  የየሚሚያያስስከከፌፌሇሇውውንን  የየአአገገሌሌግግልልትት  ክክፌፌያያ  

መመጠጠንን  ሇሇሩሩትት  ሴሴርርተተፌፌኬኬትት  ባባሇሇሥሥሌሌጣጣኑኑ  አአቅቅርርቦቦ  

ማማስስጸጸዯዯቅቅ  እእናና  ተተገገሌሌጋጋዮዮችች  አአስስቀቀዴዴመመውው  

እእንንዱዱያያውውቁቁትት  ማማዴዴረረግግ  ይይኖኖርርበበታታሌሌ፡፡፡፡  

፵፵፪፪..የየመመተተማማመመኛኛ  ገገዯዯብብ  ስስሇሇማማስስቀቀመመጥጥ    

//  ማማንንኛኛውውምም  ሰሰርርተተፉፉኬኬትት  ሰሰጪጪ  በበሚሚሰሰጠጠውው  

ሰሰርርተተፉፉኬኬትት  ሊሊይይ  ግግሌሌጽጽ  የየመመተተማማመመኛኛ  ገገዯዯብብ  

የየማማስስቀቀመመጥጥ  ግግዳዳታታ  አአሇሇበበትት።።  

//  ሰሰርርተተፉፉኬኬትት  ሰሰጪጪውው  እእንንዯዯአአግግባባብብነነቱቱ  በበተተሇሇያያየየ  

ሰሰርርተተፉፉኬኬትት  ሊሊይይ  የየተተሇሇያያየየ  የየመመተተማማመመኛኛ  ገገዯዯብብ  

 

a) the contents of the certificate are 

authentic and verified by the 

certificate provider; 
[[ 

b) the certificate is given in compliance 

with the requirements set by this 

Proclamation and regulations and 

directives enacted under this 

Proclamation;  

c) the certificate provider is duly 

authorized to issue the certificate.  

2/ Without prejudice sub-article (1) of this 

Article, the certificate provider shall give a 

warranty to relaying parties that the 

certificate is valid and accepted by the 

subscriber.  
 

3/ Certificate provider shall not exempt itself 

from or limit the responsibilities provided 

under sub-article (1) and (2) of this Article.  

 
 

41. Notification of Terms and Conditions 
 

1/ Prior to entering an agreement the certificate 

provider shall notify its subscribers, in a 

standardized and explicit manner, the terms and 

conditions regarding certificate service. 

 

2/ Any certificate provider shall prepare rate of fee it 

charges for the service it provides and get approval 

of the Root Certificate Authority and notify to 

subscribers in advance.  

 

42. Stipulation of Reliance Limit  

1/ Any certificate provider shall specify a 

recommended reliance limit in the certificate it 

issued. 

 2/A certificate provider, as appropriate, may specify 

different reliance limit in different certificates.  
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ሉሉያያስስቀቀምምጥጥ  ይይችችሊሊሌሌ።።  
  

፵፵፫፫..የየሰሰርርተተፉፉኬኬትት  ሰሰጪጪዎዎችች  ተተጠጠያያቂቂነነትት  

//  በበሕሕግግ  ወወይይምም  በበውውሌሌ  ስስምምምምነነትት  የየተተቀቀመመጡጡ  ላላልልችች  

ኃኃሊሊፉፉነነቶቶችች  እእንንዯዯተተጠጠበበቁቁ  ሆሆነነውው  ማማንንኛኛውውምም  

ሰሰርርተተፉፉኬኬትት  ሰሰጪጪ  በበዚዚህህ  አአዋዋጅጅ  መመሰሰረረትት  

የየተተቀቀመመጡጡትትንን  ግግዳዳታታዎዎችች  ባባሇሇመመወወጣጣቱቱ  ምምክክንንያያትት  

በበተተሌሌጋጋዮዮችች  ወወይይምም  እእምምነነትት  በበሚሚያያሳሳዴዴሩሩ  አአካካሊሊትት  

ወወይይምም  በበላላሊሊ  ማማንንኛኛውውምም  ሰሰውው  ሇሇሚሚዯዯርርስስ  ማማንንኛኛውውምም  

ጉጉዲዲትት  ተተጠጠያያቂቂ  ይይሆሆናናሌሌ።።  

//የየዚዚህህ  አአንንቀቀጽጽ  ንንዑዑስስ  አአንንቀቀጽጽ  (())  ዴዴንንጋጋጌጌ  ቢቢኖኖርርምም  

በበሰሰርርተተፉፉኬኬቱቱ  ከከተተቀቀመመጠጠውው  የየመመተተማማመመኛኛ  ገገዯዯብብ  

በበሊሊይይ  በበመመተተማማመመንን  ሇሇዯዯረረሰሰ  ማማንንኛኛውውምም  ጉጉዲዲትት  

ሰሰርርተተፉፉኬኬትት  ሰሰጪጪውው  ተተጠጠያያቂቂ  አአይይሆሆንንምም።።  
  

ንንዑዑስስ  ክክፌፌሌሌ  አአራራትት  

የየተተገገሌሌጋጋዮዮችች  እእናና    እእምምነነትት  የየሚሚያያሳሳዴዴሩሩ  አአካካሊሊትት  ግግዳዳታታዎዎችች  

  

፵፵፬፬..ጠጠቅቅሊሊሊሊ  ዴዴንንጋጋጌጌ  

በበሕሕግግ  ወወይይምም  በበውውሌሌ  ስስምምምምነነትት  የየተተቀቀመመጡጡ  ላላልልችች  

ግግዳዳታታዎዎችች  እእንንዯዯተተጠጠበበቁቁ  ሆሆነነውው  ማማንንኛኛውውምም  ተተገገሌሌጋጋይይ  

ወወይይምም  እእምምነነትት  የየሚሚያያሳሳዴዴርር  አአካካሌሌ  በበዚዚህህ  አአዋዋጅጅ  

ከከአአንንቀቀጽጽ  ፵፵  እእስስከከ  ፵፵  ዴዴረረስስ  የየተተመመሇሇከከቱቱትትንን  

ግግዳዳታታዎዎችች  ባባሇሇመመወወጣጣቱቱ  ምምክክንንያያትት  ሇሇሚሚዯዯርርስስ  

ማማንንኛኛውውምም  ጉጉዲዲትት  ተተጠጠያያቂቂ  ይይሆሆናናሌሌ።።  

፵፵፭፭..ትትክክክክሇሇኛኛ  መመረረጃጃ  የየመመስስጠጠትት  ግግዳዳታታ  

ማማንንኛኛውውምም  ተተገገሌሌጋጋይይ  ሰሰርርተተፉፉኬኬትት  ሇሇማማግግኘኘትት  

ማማመመሌሌከከቻቻ  በበሚሚያያቀቀርርብብበበትት  ወወቅቅትት  ትትክክክክሇሇኛኛናና  የየተተሟሟሊሊ  

መመረረጃጃ  የየመመስስጠጠትት  ኃኃሊሊፉፉነነትት  አአሇሇበበትት።።  

፵፵፮፮..ሰሰርርተተፉፉኬኬትትንን  ስስሇሇመመቀቀበበሌሌ    

//  ማማንንኛኛውውምም  ተተገገሌሌጋጋይይ  የየሚሚከከተተለለትት  ሁሁኔኔታታዎዎችች  ካካሟሟሊሊ    

ሰሰርርተተፉፉኬኬቱቱንን  እእንንዯዯተተቀቀበበሇሇ  ይይቆቆጠጠራራሌሌ::--  

      ሀሀ))  ሰሰርርተተፉፉኬኬቱቱ  ይይፊፊ  እእንንዱዱሆሆንን  ካካዯዯረረገገ  ወወይይምም  

ካካስስዯዯረረገገ፤፤  ወወይይምም  

        ሇሇ))  ሰሰርርተተፉፉኬኬቱቱንን  አአውውቆቆትት  ወወይይምም  ይይዘዘቱቱንን  ተተረረዴዴቶቶ  

ያያፀፀዯዯቀቀውው  ስስሇሇመመሆሆኑኑ  በበማማንንኛኛውውምም  መመሌሌኩኩ  

ካካመመሇሇከከተተ።።  

//  በበዚዚህህ  አአንንቀቀጽጽ  ንንዑዑስስ  አአንንቀቀጽጽ  (())  መመሰሰረረትት  

 

 

43.Liability of Certificate Providers  

1/ Without prejudice to other liabilities provided by 

contract or by law, any certificate provider who 

fails to meet its obligations under this 

Proclamation shall be liable for the damage 

sustained by subscribers, relying parties or any 

other person. 

 

2/ Notwithstanding sub-article (1) of this Article, a 

certificate provider shall not be liable for any loss 

materialized due to reliance beyond the 

recommended reliance limit. 

 
 

SUB-SECTION FOUR 

OBLIGATIONS OF SUBSCRIBERS AND 

RELYING PARTIES 

44. General Provision  

Without prejudice to obligations provided by law or 

in contractual agreement, a subscriber or relying 

party shall be liable for failure to carry out any of the 

obligations stipulated under Article 45 to 49 of this 

Proclamation.  

45. Obligation to Provide Accurate Information  

Any applicant shall provide accurate and adequate 

information at the time of application.  

 

46. Acceptance of Certificate  

1/ Any subscriber shall be deemed to have accepted a 

certificate where he:  

a) discloses or allows publicity of certificate; 

 

b) demonstrates approval of the certificate while 

knowing or having notice of its contents. 

[[[[ 

2/ On accepting a certificate in accordance with sub-

article (1) of this Article, a subscriber verifies to 
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ሰሰርርተተፌፌኬኬቱቱንን  የየተተቀቀበበሇሇ  ማማንንኛኛውውምም  ተተገገሌሌጋጋይይ::--  

  

ሀሀ))  በበሰሰርርተተፌፌኬኬቱቱ  ሊሊይይ  ከከሰሰፇፇረረውው  ይይፊፊዊዊ  ቁቁሌሌፌፌ  ጋጋርር  

የየሚሚናናበበብብ  ሚሚስስጢጢራራዊዊ  ቁቁሌሌፌፌ  በበሕሕጋጋዊዊ  መመንንገገዴዴ  

የየያያዘዘ  መመሆሆኑኑንን፣፣እእናና  
  

ሇሇ))  በበሰሰርርተተፌፌኬኬቱቱ  ሊሊይይ  የየሰሰፇፇሩሩትት  መመረረጃጃዎዎችች  ሁሁለለ  

ትትክክክክሇሇኛኛ  መመሆሆናናቸቸውውንን  በበሰሰርርተተፉፉኬኬቱቱ  ሊሊይይ  

ሇሇሚሚተተማማመመንን  ሰሰውው  ማማረረጋጋገገጫጫ  እእንንዯዯሰሰጠጠ  

ይይቆቆጠጠራራሌሌ።።  

፵፵፯፯..የየሚሚስስጢጢራራዊዊ  ቁቁሌሌፌፌ  ዯዯህህንንነነትት  የየመመጠጠበበቅቅ  ግግዳዳታታ    

//  በበዚዚህህ  አአዋዋጅጅ  አአንንቀቀጽጽ  ፵፵፮፮  መመሠሠረረትት  ሰሰርርተተፉፉኬኬትት  

የየተተቀቀበበሇሇ  ማማንንኛኛውውምም  ተተገገሌሌጋጋይይ  ሚሚስስጢጢራራዊዊ  ቁቁሌሌፌፌንን  

ሇሇአአዯዯጋጋ  እእንንዲዲይይጋጋሇሇጥጥ  ወወይይምም  የየተተገገሌሌጋጋዩዩንን  ዱዱጂጂታታሌሌ  

ፉፉርርማማ  ሇሇመመፇፇረረምም  ሥሥሌሌጣጣንን  ሇሇላላሇሇውው  አአካካሌሌ  ይይፊፊ  

እእንንዲዲይይሆሆንን  ምምክክንንያያታታዊዊ  የየጥጥንንቃቃቄቄ  እእርርምምጃጃዎዎችችንን  

የየመመውውሰሰዴዴ  ግግዳዳታታ  አአሇሇበበትት።።  

//    በበዚዚህህ  አአንንቀቀጽጽ  ንንዑዑስስ  አአንንቀቀጽጽ  (())  ሊሊይይ  የየተተመመሇሇከከተተውው  

ግግዳዳታታ  ሰሰርርተተፉፉኬኬቱቱ  በበሥሥራራ  ሊሊይይ  ባባሇሇበበትት  እእናና  በበዕዕገገዲዲ  

ጊጊዜዜምም  ተተፇፇጻጻሚሚነነቱቱ  የየሚሚቀቀጥጥሌሌ  ይይሆሆናናሌሌ።።  

፵፵፰፰..ሰሰርርተተፌፌኬኬቱቱ  እእንንዱዱሰሰረረዝዝ  ወወይይምም  እእንንዱዱታታገገዴዴ  የየመመጠጠየየቅቅ  

ግግዳዳታታ  

የየዚዚህህ  አአዋዋጅጅ  አአንንቀቀጽጽ  ፴፴፬፬  ንንዑዑስስ  አአንንቀቀጽጽ  (())  ዴዴንንጋጋጌጌ  

እእንንዯዯተተጠጠበበቀቀ  ሆሆኖኖ  ማማንንኛኛውውምም  ተተገገሌሌጋጋይይ  የየሚሚስስጢጢራራዊዊ  

ቁቁሌሌፈፈ  ዯዯህህንንነነትት  ሇሇአአዯዯጋጋ  መመጋጋሇሇጡጡንን  ሲሲያያውውቅቅ  ወወይይምም  

በበቂቂ  ጥጥርርጣጣሬሬ  ሲሲኖኖረረውው  ወወዱዱያያውውኑኑ  ሇሇሰሰርርተተፉፉኬኬትት  ሰሰጪጪውው  

በበማማሳሳወወቅቅ  እእንንዱዱታታገገዴዴ  ወወይይምም  እእንንዱዱሰሰረረዝዝ  የየማማዴዴረረግግ  

ግግዳዳታታ  አአሇሇበበትት።።  

፵፵፱፱..እእምምነነትት  የየሚሚያያሳሳዴዴሩሩ  አአካካሊሊትት  ግግዳዳታታዎዎችች    

          በበሰሰርርተተፉፉኬኬትት  ሊሊይይ  የየሚሚተተማማመመንን  ማማንንኛኛውውምም  ሰሰውው::--  

//  በበግግሌሌጽጽ  የየተተቀቀመመጡጡ  ሰሰርርተተፉፉኬኬትት  የየማማረረጋጋገገጫጫ    

መመንንገገድድችችንን  የየመመከከተተሌሌ፣፣  

      //  ሰሰርርተተፌፌኬኬቱቱ  ሊሊይይ  በበግግሌሌጽጽ  የየተተመመሇሇከከተተውውንን  

የየመመተተማማመመኛኛ  ገገዯዯብብ  የየማማክክበበርር  እእናና  ሇሇተተፇፇቀቀዯዯሇሇትት  

ዓዓሊሊማማ  ብብቻቻ  የየመመጠጠቀቀምም፣፣  

    //  እእምምነነትት  የየሚሚጥጥሌሌበበትትንን  ሰሰርርተተፉፉኬኬትት  በበተተመመሇሇከከተተ  

በበግግሌሌጽጽ  የየተተቀቀመመጡጡትትንን  መመስስፇፇርርቶቶችች  በበመመከከተተሌሌ  

ትትክክክክሇሇኛኛነነቱቱንን፣፣  መመታታገገዴዴ  ወወይይምም  አአሇሇመመታታገገደደንን፣፣  

relying parties that: 

a) he lawfully owns the private key which 

correspond with the public key listed in the 

certificate; and 

 
 

        b) all information contained in the certificate are 

accurate. 

 

47. Obligation to Safeguard Private Key  

1/ Any subscriber who accepts a certificate in 

accordance with Article 46 of this Proclamation 

shall take all reasonable measures in order to 

safeguard its private key from compromise or 

disclosure to unauthorized third parties.  

 

2/ The obligation provided under sub-article (1) of 

this Article shall continue to apply at the time the 

certificate is operational or suspended. 

48. Obligation to Request Suspension or Revocation of 

Certificate  

 

Without prejudice to sub-article (1) of Article 34 of 

this Proclamation, any subscriber shall have 

obligation to request a suspension or revocation of a 

certificate forthwith when it knows or have 

adequate suspicion that the security of the private 

key is compromised. 

 49.Obligations of Relying Parties  

      Any relying party has the obligation to: 

1/ follow explicit certificate verification procedures; 

 

2/ rely only on a recommended reliance limit and 

transaction type expressly stated in the certificate; 

 

3/ follow procedures to verify the authenticity, 

ensure whether the certificate is suspended, 

revoked or otherwise, or similar recent status of 

10206 
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መመሰሰረረዝዝ  አአሇሇመመዘዘረረዙዙንን  እእናና  መመሰሰሌሌ  የየሰሰርርተተፉፉኬኬቱቱ  

ወወቅቅታታዊዊ  ሁሁኔኔታታ  የየማማረረጋጋገገጥጥ፣፣  እእናና  
  

        //  በበሰሰርርተተፉፉኬኬትት  ሰሰጪጪ  ይይፊፊ  የየተተዯዯረረጉጉ  የየሰሰርርተተፉፉኬኬትት  

ፖፖሉሉሲሲዎዎችችንን፣፣  የየሰሰርርተተፉፉኬኬትት  አአሰሰጣጣጥጥ  ሰሰነነደደንን  እእናና  

ላላልልችች  ሰሰነነድድችችንን  የየማማክክበበርር፣፣  

ግግዳዳታታ  አአሇሇበበትት፡፡፡፡    

ክክፌፌሌሌ  አአምምስስትት  

ሌሌዩዩ  ሌሌዩዩ  ዴዴንንጋጋጌጌዎዎችች  

፶፶..ቅቅሬሬታታ  አአፇፇታታትት      

//  ከከሩሩትት  ሰሰርርተተፉፉኬኬትት  ባባሇሇሥሥሌሌጣጣንን  ፇፇቃቃዴዴ  አአሰሰጣጣጥጥ፣፣  

ዕዕዴዴሳሳትት፣፣  ስስረረዛዛናና  ተተያያያያዥዥ  አአገገሌሌግግልልቶቶችች  ጋጋርር  

በበተተያያያያዘዘ  የየሰሰርርተተፉፉኬኬትት  ሰሰጪጪዎዎችች  ቅቅሬሬታታ  

የየሚሚያያስስተተናናግግዴዴ  እእናና  አአጠጠቃቃሊሊይይ  የየፖፖሉሉሲሲ  አአቅቅጣጣጫጫ  

የየሚሚሰሰጥጥ  ከከሚሚመመሇሇከከታታቸቸውው  አአካካሊሊትት  የየተተውውጣጣጣጣ  

ብብሔሔራራዊዊ  የየክክሪሪፕፕቶቶ  መመሠሠረረተተ  ሌሌማማትት  ካካውውንንስስሌሌ  

ይይቋቋቋቋማማሌሌ፡፡፡፡  ዝዝርርዝዝሩሩ  በበዯዯንንብብ  ይይወወሰሰናናሌሌ።።  

//  ካካውውንንስስለለ  በበሰሰጠጠውው  ውውሳሳኔኔ  ያያሌሌረረካካ  ማማንንኛኛውውምም  አአካካሌሌ  

ሇሇፋፋዳዳራራሌሌ  ከከፌፌተተኛኛ  ፌፌርርዴዴ  ቤቤትት  አአቤቤቱቱታታውውንን  

ሉሉያያቀቀርርብብ  ይይችችሊሊሌሌ።።  

፶፶፩፩..አአስስተተዲዲዯዯራራዊዊ  ይይግግባባኝኝ    

//  ማማንንኛኛውውምም  ተተገገሌሌጋጋይይ  ወወይይምም  እእምምነነትት  የየሚሚያያሳሳዴዴርር  

አአካካሌሌ  ከከሰሰርርተተፉፉኬኬትት  ሰሰጪጪዎዎችች  ሥሥራራናና  አአገገሌሌግግልልትት  

ጋጋርር  በበተተያያያያዘዘ  ሇሇሚሚኖኖረረውው  ማማንንኛኛውውምም  አአስስተተዲዲዯዯራራዊዊ  

ቅቅሬሬታታ  አአገገሌሌግግልልቱቱ  ከከተተሰሰጠጠ  በበኋኋሊሊ  ባባለለትት  ተተከከታታታታይይ  

፴፴  የየሥሥራራ  ቀቀናናትት  ውውስስጥጥ  ሇሇሩሩትት  ስስርርተተፉፉኬኬትት  

ባባሇሇስስሌሌጣጣኑኑ  አአቤቤቱቱታታንን  በበጽጽሁሁፌፌ  ማማቅቅረረብብ  ይይችችሊሊሌሌ፡፡፡፡  

ዝዝርርዝዝሩሩ  ሩሩትት  ሰሰርርተተፌፌኬኬትት  ባባሇሇስስሌሌጣጣንን  በበሚሚያያወወጣጣውው  

መመመመሪሪያያ  የየሚሚወወሰሰንን  ይይሆሆናናሌሌ።።  

//  ሩሩትት  ሰሰርርተተፉፉኬኬትት  ባባሇሇስስሌሌጣጣኑኑ  በበዚዚህህ  አአንንቀቀጽጽ  ንንዑዑስስ  

አአንንቀቀጽጽ  ((፩፩))  መመሰሰረረትት  አአቤቤቱቱታታ  ከከቀቀረረበበሇሇትት  በበ፴፴  

ተተከከታታታታይይ  የየሥሥራራ  ቀቀናናትት  ውውስስጥጥ  አአስስፇፇሊሊጊጊውውንን  ውውሳሳኔኔ  

መመስስጠጠትት  አአሇሇበበትት።።    

//  የየሩሩትት  ሰሰርርተተፉፉኬኬትት  ባባሇሇስስሌሌጣጣኑኑ  በበሰሰጠጠውው  ውውሳሳኔኔ  ሊሊይይ  

ቅቅሬሬታታ  ያያሇሇውው  አአካካሌሌ  ሇሇከከፌፌተተኛኛ  ፌፌርርዴዴ  ቤቤትት  ይይግግባባኝኝ  

ሉሉያያቀቀርርብብ  ይይችችሊሊሌሌ።።  

  

the certificate it relies on; and 

 

4/ observe policies, practice statements and other 

documents publicized by certificate provider. 

 

PART FIVE 

MISCELLANEOUS PROVISIONS 

 

50. Dispute Settlement   
 

1/ National Crypto Council comprising members 

drawn from the concerned bodies shall be 

established to handle complaints and to provide 

general policy directions on complaints of 

certificate providers relating to license, renewal, 

suspension and related services provided by the 

Root Certificate Authority. Particulars shall be 

determined by regulation.   

2/ Anybody who is not satisfied with the decisions 

of the Council may appeal to the Federal High 

Court. 

51. Administrative Appeal   

1/ Any subscriber or relying party may submit his 

complaint to the Root Certificate Authority in 

writing, within 30 working days after the 

provision of the service, for any administrative 

grievance regarding certificate works and 

services. Particulars shall be determined on a 

directive issued by the Root Certificate Authority. 

 

 

2/ After receiving the complaint in accordance with 

sub-article (2) of this Article, the Root Certificate 

Authority shall give appropriate decision on the 

matter within 30 working days. 

 

3/ Anybody who is not satisfied with the decisions 

of the Root Certificate Authority may appeal to 

the Federal High Court. 
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፶፶፪፪..ስስሇሇጥጥፊፊትትናና  ቅቅጣጣትት    

//  ማማንንኛኛውውምም  ሰሰውው  በበሩሩትት  ሰሰርርተተፉፉኬኬትት  ባባሇሇስስሌሌጣጣንን  

የየተተሰሰጠጠ  የየፀፀናና  ፌፌቃቃዴዴ  ሳሳይይኖኖረረውው  በበሰሰርርተተፉፉኬኬትት  

ሰሰጪጪነነትት  ሥሥራራ  የየተተሰሰማማራራ  እእንንዯዯሆሆነነ  ከከብብርር  ፩፩፻፻  ሺሺ  እእስስከከ  

ብብርር    ፪፪፻፻    ሺሺ  ((ከከአአንንዴዴ  መመቶቶ  ሺሺ  እእስስከከ  ሁሁሇሇትት  መመቶቶ  ሺሺ  

ብብርር))  በበሚሚዯዯርርስስ  መመቀቀጮጮ  ይይቀቀጣጣሌሌ።።  

  

//  ማማንንኛኛውውምም  ሰሰውው  በበተተሰሰረረዘዘ  ወወይይምም  የየአአገገሌሌግግልልትት  

ዘዘመመኑኑ  ባባበበቃቃ  የየሰሰርርተተፉፉኬኬትት  ሰሰጪጪነነትት  ፇፇቃቃዴዴ  የየሰሰራራ  

እእንንዯዯሆሆነነ  ከከብብርር  ፩፩፻፻  ሺሺ  እእስስከከ  ብብርር  ፪፪፻፻ሺሺ  ((ከከአአንንዴዴ  መመቶቶ  

ሺሺ  እእስስከከ  ሁሁሇሇትት  መመቶቶ  ሺሺ  ብብርር))  በበሚሚዯዯርርስስ  መመቀቀጮጮ  

ይይቀቀጣጣሌሌ፡፡፡፡  

//  ማማንንኛኛውውምም  ሰሰርርተተፉፉኬኬትት  ሰሰጪጪ  ሰሰርርተተፉፉኬኬቱቱ  ታታግግድድ  

በበሚሚገገኝኝበበትት  ወወቅቅትት  በበእእገገዲዲ  ጊጊዜዜ  የየተተከከሇሇከከለለ  

የየሰሰርርተተፉፉኬኬትት  ሥሥራራዎዎችችንን  የየሰሰራራ  እእንንዯዯሆሆነነ  ከከብብርር  ፶፶  ሺሺ  

እእስስከከ  ፩፩፻፻፶፶  ሺሺ  ((ከከሀሀምምሳሳ  ሺሺ  እእስስከከ  አአንንዴዴ  መመቶቶ  ሀሀምምሳሳ  ሺሺ  

ብብርር))  በበሚሚዯዯርርስስ  መመቀቀጮጮ  ይይቀቀጣጣሌሌ፡፡፡፡  

//  ማማንንኛኛውውምም  ሰሰርርተተፉፉኬኬትት  ሰሰጪጪ  በበሩሩትት  ሰሰርርተተፉፉኬኬትት  

ባባሇሇስስሌሌጣጣኑኑ  እእውውቅቅናና  ያያሌሌተተሰሰጣጣቸቸውው  የየምምስስጠጠራራ  

ምምርርቶቶችች  የየተተጠጠቀቀመመ  ወወይይምም  ያያመመረረተተ  እእንንዯዯሆሆነነ  ከከብብርር  

፶፶  ሺሺ  እእስስከከ  ፩፩፻፻፶፶  ሺሺ  ((ከከሀሀምምሳሳ  ሺሺ  እእስስከከ  አአንንዴዴ  መመቶቶ  

ሀሀምምሳሳ  ሺሺ  ብብርር))  በበሚሚዯዯርርስስ  መመቀቀጮጮ  ይይቀቀጣጣሌሌ።።  

//  ዱዱጂጂታታሌሌ  ፉፉርርማማንን  ሇሇመመፌፌጠጠርርናና  ሇሇማማረረጋጋገገጥጥ  ጥጥቅቅምም  

ሊሊይይ  የየሚሚውውሇሇውውንን  ጥጥንንዴዴ  ቁቁሌሌፌፌ  ኤኤላላክክትትሮሮኒኒክክ  

መመሌሌእእክክቶቶችችንን  ሇሇመመመመስስጠጠርር  እእናና  የየተተመመሰሰጠጠሩሩትትንን  

ሇሇመመፌፌታታትት  ጥጥቅቅምም  ሊሊይይ  ያያዋዋሇሇ  ማማንንኛኛውውምም  ሰሰውው  ወወይይምም  

የየተተገገሌሌጋጋዮዮችችንን  የየዱዱጂጂታታሌሌ  ፉፉርርማማ  ሚሚስስጢጢራራዊዊ  ቁቁሌሌፌፌ  

የየያያዘዘ  ወወይይምም  ቅቅጂጂ  ያያስስቀቀረረ  ሰሰርርተተፉፉኬኬትት  ሰሰጪጪ  ከከብብርር  ፵፵  

ሺሺ  እእስስከከ  ፩፩፻፻  ሺሺ((ከከአአርርባባ  ሺሺ  እእስስከከ  አአንንዴዴ  መመቶቶ  ሺሺ  ብብርር))  

በበሚሚዯዯርርስስ  መመቀቀጮጮ  ይይቀቀጣጣሌሌ።።  

//  ማማንንኛኛውውምም  ሰሰርርተተፉፉኬኬትት  ሰሰጪጪ  የየሰሰርርተተፉፉኬኬትት  

መመስስጠጠትትንን፣፣  ማማገገዴዴንን፣፣  መመሰሰረረዝዝንን  ጨጨምምሮሮ  ከከሚሚሰሰጠጠውው  

አአገገሌሌግግልልትት  ጋጋርር  የየተተገገናናኙኙ  ማማናናቸቸውውምም  መመረረጃጃዎዎችች  

መመዝዝግግቦቦ  ሇሇሁሁሇሇትት  ዓዓመመትት  ጠጠብብቆቆ  ያያሊሊቆቆየየ  እእንንዯዯሆሆነነ  

ከከብብርር  ፶፶  ሺሺ  እእስስከከ  ብብርር  ፩፩፻፻፶፶  ሺሺ((ከከሀሀምምሳሳ  ሺሺ  እእስስከከ  አአንንዴዴ  

መመቶቶ  ሀሀምምሳሳ  ሺሺ  ብብርር))  በበሚሚዯዯርርስስ  መመቀቀጮጮ  ይይቀቀጣጣሌሌ።።  

 

52. Offences and Penalties  

1/ Any person who operates as a certificate provider 

without having a valid license issued by Root 

Certificate Authority shall be punishable with a 

fine from Birr 100,000 to Birr 200,000 (one 

hundred thousand Birr to two hundred thousand) 

Birr. 

2/ Any person who operates as a certificate provider 

with a revoked or expired license shall be 

punishable with a fine from Birr 100,000 to Birr 

200,000( one hundred thousand Birr to two 

hundred thousand) Birr. 
 

3/ Any certificate provider who provides prohibited 

certification work during suspension period of the 

license shall be punishable with a fine from Birr 

50,000 to Birr 150,000 (fifty thousand to one 

hundred fifty thousand) Birr 

 

4/ Any certificate provider who utilizes or 

manufactures crypto products that are not 

recognized by the Root Certificate Authority shall 

be punishable with a fine from Birr 50,000 to Birr 

150,000(fifty thousand to one hundred fifty 

thousand) Birr. 

5/ Any person who uses digital signature creation 

and verification key pairs to encrypt and decrypt 

electronic messages or any certificate provider 

who retains or holds copy of private key used to 

sign digital signature shall be punishable with a 

fine from Birr 40,000 to Birr 100,000(fourty 

thousand to one hundred thousand) Birr. 

 

6/ Any certificate provider who fails to keep custody 

of the information related to certificate issuance, 

suspension, revocation or related services for two 

years shall be punishable with a fine from Birr 

50,000 to Birr 150,000 (fifty thousand birr  to  

one hundred and fifty  thousand ) Birr. 
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//  በበታታገገዯዯ  ወወይይምም  በበተተሰሰረረዘዘ  ሰሰርርተተፉፉኬኬትት  የየተተጠጠቀቀመመ  

ተተገገሌሌጋጋይይ  ከከብብርር  ፳፳  ሺሺ  እእስስከከ  ፶፶  ሺሺ  ((ከከሀሀያያ  ሺሺ  እእስስከከ  

ሀሀምምሳሳ  ሺሺ  ብብርር))  በበሚሚዯዯርርስስ  መመቀቀጮጮ  ይይቀቀጣጣሌሌ።።  

  

//  ሰሰርርተተፉፉኬኬትት  ሇሇማማግግኘኘትት  ማማመመሌሌከከቻቻ  በበሚሚያያቀቀርርብብበበትት  

ወወቅቅትት  ትትክክክክሇሇኛኛ  ያያሌሌሆሆነነ  መመረረጃጃ  ያያሌሌሰሰጠጠ  ተተገገሌሌጋጋይይ  

ከከብብርር  ፳፳  ሺሺ  እእስስከከ  ፶፶  ሺሺ  ((ከከሀሀያያ  ሺሺ  ብብርር  እእስስከከ  ሀሀምምሳሳ  ሺሺ  

ብብርር))  በበሚሚዯዯርርስስ  መመቀቀጮጮ  ይይቀቀጣጣሌሌ።።  

፶፶፫፫..ተተፇፇፃፃሚሚነነትት  ስስሇሇማማይይኖኖራራቸቸውው  ሕሕጎጎችች      

የየዚዚህህንን  አአዋዋጅጅ  ዴዴንንጋጋጌጌዎዎችች  የየሚሚቃቃረረንን  ማማናናቸቸውውምም  

አአዋዋጅጅ፣፣  ዯዯንንብብ፣፣  መመመመሪሪያያ  ወወይይምም  የየአአሰሰራራርር  ሌሌማማዴዴ  በበዚዚህህ  

አአዋዋጅጅ  በበተተሸሸፇፇኑኑ  ጉጉዲዲዮዮችች  ሊሊይይ  ተተፇፇፃፃሚሚነነትት  የየሇሇውውምም፡፡፡፡  

  

፶፶፬፬..አአዋዋጁጁ  የየሚሚፀፀናናበበትት  ጊጊዜዜ  

ይይህህ  አአዋዋጅጅ  በበፋፋዳዳራራሌሌ  ነነጋጋሪሪትት  ጋጋዜዜጣጣ  ታታትትሞሞ  ከከወወጣጣበበትት  

ቀቀንን  ጀጀምምሮሮ  የየፀፀናና  ይይሆሆናናሌሌ፡፡፡፡  

  

አዲስ አበባ የካቲት  ቀን ሺ፲ዓ.ም 

 
 

ዶ/ር ሙላቱ ተሾመ 

 

የኢትዮጵያ ፌደራላዊ ዲሞክራሲያዊ 

ሪፐብሊክ ፕሬዚዳንት 

 

 

 

 

7/ A subscriber who uses suspended or revoked 

certificate shall be punishable with a fine from 

Birr 20,000 to Birr 50,000(twenty thousand Birr 

to fify thousand) Birr. 

8/ A subscriber who provides inaccurate information 

in its application to obtain certificate shall be 

punishable with a fine from Birr 20,000 to Birr 

50,000 (twenty thousand to fify thousand) Birr. 
 

53. Inapplicable laws  

Any Proclamation, regulations, directive or working 

practice which is inconsistent with the provisions of 

this Proclamation shall be inapplicable with regard to 

matters covered under this Proclamation.  
 

54. Effective Date 

This Proclamation shall enter into force as of the date 

of publication.  

 

 

Done at Addis Ababa, this 16 th day of February ,2018 

 

MULATU TESHOME (DR.) 

PRESIDENT OF THE FEDERAL   DEMOCRATIC  

REPUBLIC OF ETHIOPIA 
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